TEI HMNEIPOY n
TMHMA MHXANIKQN ﬂ/\HPOCDOP'II{‘HZ T.E
METATI |IAKO FIPOFPAMMA ZI‘IOYAQN

e

AIATKOY BAS I/ i 2"
OEQPIA APIQM( i

AANTEBPIKEZAO iy
AY2ZKOAA I'IPOB/\HIVIATA




Syllabus

* Movtelo Kpurnttoypadikrig Emikovwviog pe AK

* Aovppuetpa 2uotnuata (lotopia)

e O aAyoptOuog tou Merkle, aAyéptBuog Knapsack

* Kpumttoypadika 2votrjpata Anpoctov KAewdLou
e O aAyoplOuog edpaiwong kAetdlov Diffie-Hellman
* O alyoptOuog RSA: Kpunttoypddnon kot Wnoakn Yroypadn
e O aAyoplBuog ElGamal: Kpunttoypddnon kat Wnorakri Yroypodn
* O aAyoptBpog Rabin: Kpunttoypddnon kat ¥ndakn Yroypad



ATIO TOUG ZUMUETPLKOUG AAyoplBuoug oToug
AAyopiBuoug Anpooiov KAelolou
* JUMMETPLKOG aAyoplBpog 11 AAyoptBuog MuotikoU KAeLdLlou

* To (010 KA€LOL yla kKpuTtToypddnon Kat arokputtoypadpnon (K, = Ky = K)

e MpoBANua: Mwg avTaAAACOUV TO HUOTLKO KAELOL OUO XPT)OTEG;

* To KaVAAL LECW TOU OTIoiov avTaAAdooetal To K TTpETeL va eival aodaAEd!
e To MpoPAnpa g Atayeipiong KAetdiov (Key Management)

@
o6

A4

[ e |

= 7 II.' o 5 l'j
M 5 Alyépopoc gAVL AryoprOpog -
i Arokpunt/cng Kpurtoyp/ong

M

«A&Boc»




J. Katz, Y. Lindell. Introduction to Modern
Cryptography. Chapman & Hall/CRC, 2008.

2UMMETPLKA ZUCTIHOTX
To MpoBAnua tne Atayeiptong KAgtdiov

1. AoPaAEg Kaval 3.

*  (physically) m.x. ouvavtnon Kot Lolay,
petadopd e courier

*  (logically) - kpunttoypadpnpeEvo
° ... METIOLO KAELS;

MepinTwon: TNV €nixeipnon, o admin dlAVEE

£va KAeI0i o kaBs unalAnAo kabe prva

2. MABog & amobrikevon kKAeLSLWV

*  TLX. OLYXPrjoTEG SikTUOU B€AOUV Va pTtopovv
OAoL va Lhovv pe aoddAeLa.

*  Tiyivetal dtav €pBet vEog uTTAAANAOG

* AvUolyxprioteg, kdBe xpriotng TpETEL VI
amoBnkevel U-1 KAELOLA

>¢€ large-scale o .
Kat Ldlwg oto Interpner, TATIPOBAL)
ylvovtal a&emnepaota

Solutions that are based on private-key
crypto are not sufficient to deal with the
problem of secure communication in
open systems where the parties cannot
physically meet, or when parties have
transient transactions

Ahyop18pog i
) f h S . ; M
ATOKPULAT/ G 4 | Kpumzoyp/ong

t.jpg




J. Katz, Y. Lindell. Introduction to Modern
Cryptography. Chapman & Hall/CRC, 2008.

To MpoBAnua NG AtocXEtpLGnc; KAgLOL0U

Mia (uepikn) Avon: Kevtpa Atavounc i

O1 XprOTEC EUMIOTEUOVTAI £vVa

Kevrpo Aiavounc KAeidiwv (KDC)

e T[lAeovektnuota

» KaBe xpriotng amobnkevel Eva
(CUMMETPLKO) HUOTIKO KAELDI

» Amhotoinpuévn Stoyeiplon kAeLdLov

* TLX. IPOCANYN 1 Tapaitnon .
UTTEAAR AWV AV

a) Mmopel va UTIapYEL UL OVTOTNTA TIOU
guToTEVOVTAL ONOL;

* [lepmtwoelg
* Nal, 0€ CUCTHUATA KPS

KA(MOKOG (TT.X. OPYOVIOUOG—
* Kerberos O Bob iowc dev etaupia)

e Needham-

gival online:

H Alice Aappavel A ,
&va ticket e  Mrmopein AVon va epapuooTei o

Internet-HA. Eumtéplo; OXI

b) Koavait KDC-xprjotng: Achareg




Kerberos

» Kerberos consists of

* Key Distribution Center (KDC)
* Runs on a physically secure node

 Library of Subroutines
* Modifies known UNIX libraries such as telnet, rlogin, ...




Key Distribution Center

e KDC:

e Database of keys for all users

Alice <— KDC Bob
Alice wants Bob

Kaiicel Kag fOr Bob } KeoptKag for Alice}

* Invents and hands out keys for each transaction between clients.




Key Distribution Center

* Message from KDC to Bob has some problems.
e Timing problem: Alice needs to wait to make sure that Bob got the key.

e Change the protocol so that Alice receives a ticket to talk to Bob.




Key Distribution Center

* Needham Schroeder:
e Combines KDC operation with authentication.

* Uses nonces instead of timestamps to prevent replay attacks.
* A (sequential  random) number used only once.




Schneier, Bruce. Applied
Cryptography. John Wiley &
Sons, Inc., 2nd edition, 1996.

AAyopLOpuol Anpoociou KAgLOLoU

* ZUMPPETPLKOL aAyopiBpoL * 2uvaptrjoelg Movrg KatevBuvong pe

e MopoAANALOPOG: «Eva MuoTtikn MAnpodopia
XPMNHATOKLBWTLO» - 0 (610G

KWOLKAG YpMOLUOTIOLE(TAL YL
TNV €loaywyr] Kot e§aywyr evog
gyypddou

e Trapdoor one-way functions

* Kputmtoypadnon: EvkoAn

: ; * Omolocdnmote umnopei va
* AlyopiBpot Anpootou KpuTtoypadrioel pe to AK

KAgldLov

¢ Mopod\AOREC: «éva * Amokputttoypddnon: «AUVCKOAN»

VPO MUATOKLBWTLO» - OAOL
UTIOPOUV VA ELOAYOUV EVal
gyypado, povov o K&toxog
uTtopel va to e§AyEL

* Modvov autdg ou €xel To IK pumopel va
QTTIOKPUTITOYPADT|OEL

* YmoAoylotikr) Aoddiela (Computational
Security)

eTpia (Nol): AlapopeTika KA€IOIG XpNOIKOMNOI-

ouvTal yia KpunToypapnon & anokpuntoypa@non




Schneier, Bruce. Applied
Cryptography. John Wiley &
Sons, Inc., 2nd edition, 1996.

Kpuntoypoapnon
1. HAlice kat 0 Bob cupdwvouv o€ éva
KpuTITooUoTNa (T1.X. RSA)

auBevTiKonoinon

2. O Bob otéAvel otnv Alice to AK

: , ; EvaA\akTikd, n Alice 6a pnopouoe
3. HAlice kpumttoypadel To prjvupa M pe e

Tov ahyoplBuo kputttoypdadnong Kat 1o (éykupn) Baon Agdopévav i n.X.
AK ano Tn webpage Tou Bob

4. HAlice oté\vel To kpuTtTOYpA-ONUEVO
urjvupa otov Bob

5. O Bob amokpuntoypadel to prjvupa pe
TOV aAyOpLOpo amokpumToypAdnoNg
kot to IK [ — HAhropbuog C= Ees Akyoppos £\ [

Amoxpont/ong 4 | Kpumtoyp/ong




Passive
Adversary

UNSECURED CHANNEL

encryption
E:.(m)=c UNSECURED CHANNEL

plaintext
source

Alice

Menezes, Oorschot, Vanstone,
Handbook of Applied
Cryptography, CRC, 2001.

key
source

decryption
D o ( ':_::' =Tm

destination

Bob

Figure 1.11: Encryption using public-key techniques.



2uoTnuata Anuociou KAgLOLoU
Avaykoalotnta yioa AuBevtikomoinon

* Mwg amoktd nAlice To AK tou Bob;

1. O Bob tng 10 6ivel (a) puoikd 1) (B) nAekTpovikd —Tt.x. mail

2. AfYm amd pla Bdon Agdopevwy 1) Yinpeoia KataAdyou

* Jevaplo enibeong: (Impersonation attack)

1. O Mallory amoktd mpoéofaon otnv Ynnpeoio KataAdyou (1] otnv BA) kot avtikaBiotd to
AK Tou Bob pe 1o 81k6 tng AK},

2. H Alice kpunttoypadei to M pe to AK,, kat to otéAvel oTtov Bob

3. O Mallory UTTOKAETITEL TO UIVUMO KOlL TO QTTIOKPUTITOYPAE(




Menezes, Oorschot, Vanstone,
Handbook of Applied
Cryptography, CRC, 2001.

Adversary
Avaykoalotnta yia

AvSevtikomoinon key
source

Man in the middle attack 7 encryption

E.(m)=¢

e O Mallory mapepfaiietal otnv
ETILKOLVWVIa Kol 0TEAVEL oTnVv Alice
TO OLKO TOU OMNMOGCLO KAELSL avTi

Tou Bob
encryption
. , , , Eor(m)=¢ source
e HAlice vouiCel 0tL 0TEAVEL TO ik,
urjvupa otov Bob
plaintext decryption

source Da(e)=m

e O Mallory pumopel emiong va
AeLToUpYE(l WG proxy LETOEV TOU
Bob kat tngAlice wote o Bob va destifation

UNV KataAdBeL OTL yivetal emiBeon




EmiBeoelg Evolapueonc Ovtotntag

Man in the Middle Attacks

John Hershey.
Cryptography
Demystified. McGraw-Hill
Professional, 2003




J. Katz, Y. Lindell. Introduction to Modern
Cryptography. Chapman & Hall/CRC, 2008.

YBploltka KpumtoouoTrpaTa
(Hybrid Cryptosystems)

FIGURE 10.1: Hybrid encryption.




VBPLOLKO KPUTITOCUO TN A

e 21NV Kputttoypadia, ONUOcLou KAELOLOU RSA elval foALlko To
YEYOVOG OTL OEV ATIALTOVUV TOV ATIOOTOAEN KOL TIPAATITITT VA
HoLpalovTal EVO KOLVO [MUCTLKO YLO VAL ETILKOLVWVOUV UE AoPAAELD
‘Eva uBpLdIko kpuTttoypadLlkd cUOTNUA EVOL EKEIVO TTOU CUVOUALEL
TNV AVEON TNG KPUTITOYPAPNoNG ONUOGLOU PE TNV ATt0000N TNG
OUUETPLKTG KPUTITOYPAPN oM.

* '‘Eva UBPLOLKO KPUTITOGUGCTI O UTIOPEL VO KATAOKEV QO TEL
XPNOLUOTIOLWVTAG OTIOLAONTIOTE OVUO0 EEXWPLOTA KPUTITOCUGTTLOTAL:

oo KpuntocUoTn o ONUOCLOU KAELOLOU

¢ o EVO CUUETPLKO KPUTITOYPAPLKO KAELOL.



Schneier, Bruce. Applied
Cryptography. John Wiley &
Sons, Inc., 2nd edition, 1996.

YBpLoka Kpunrocuom pocroc
(Hybrid Cryptosystems)

MpoBAnpata Zuotnudtwy AK

e AnotelecpatikotnTa — ETIOO0ELG

* OLouppeTpikol akyopLOpol ivat 1000
bOpEG TTLO «YPTIYOPOL» ATIO TOUG
AAy6pLBpoug AK

e EmO<oelg chosen plaintext og

VTETEPUVIOTIKG oYruata AK e Ta cuotripata Anpoctou KAeldiov dev

avtaywviCovtal amapaitnTa Ta
ovotrpota Muotikol KAeldlov
Av o€ pia ouvaiAayn To noao

KpUNTOYPAPEITal HE Evav aAyopIOuo TOTE TO * Avtiylo pnvipata, T oUOTHUATA
€UPOG TIMWV YIa TO Urvupa M givar pikpo (n.x. AK pmtopovv va xpnotporoinbouv

H Eve pnopei va onacei To YLOL VO KPUTITOYPADOUV  GUUUETPLKA
kpunToypapnua (brute force), KPUNTOYPAPDVTAG KAELOLG
500.000 TIhEG (on the average)




YBploltka KpumtoouoTrpaTa

Boto Oets
Alices

oUlic ke

Boto mMcEes
sliealeleay
Svmmeatnc
ke cndd
enChts if

Alice sends
Bolb her
cerificote

Alice gets
Bol>'s
SWITIMm Eiric

A=

Kurose, 2003




Schneier, Bruce. Applied
Cryptography. John Wiley &
Sons, Inc., 2nd edition, 1996.

Mrikog¢ «kAeLldloU» oTa Zuotrjpuata AK

e >t ouoTtripota AK 1 UTIOAOYLOTLKN
aoPpaAela Aoyiletal SLapOPETLKA ...

* 1600 «6VUCKOAO» ElVaL VO AVTIOTPEWELG
Lo povodpoun ouvdptnon (one-way);

e [.x. Noco «duokolo» elval va
mopayoviomooelg 1o modulus n otoug
TIPWTOUG TIAPAYOVTES P KL q;

* [l.x. NMooco dVokoho eival va BpeLg to
StakpLto AoydpiBuo (mod p) Tou g¥;

* To p€yeBog duokoiag eEapTdTol Ao TO
urikog tou modulus

e 1.x.:log,(n) = 1024 bit

e AVTLOTOIYNON ZUMMETPLKWYV
SUOTNUATWY KoL ZUoTNUATwVY AK wg
TIPOG TO TiTESO OLOPANELAG TIOU
TPOoPEPOLV

e Bdoel Tou prjkoug KAELOLOU

symmetric Key

Mnyn: RSAsecurity.com



Schneier, Bruce. Applied
Cryptography. John Wiley &
Sons, Inc., 2nd edition, 1996.

Mriko¢ «kAeldlou» ota Zuotripota AK

Recommended Public-key Key Lengths (in bits)

Year vs. Individual vs. Corporation vs. Government

1995 768 1280 1536
2000 1024 1280 1536
2005 1280 1536 2048
2010 1280 1536 2048
2015 1536 2048 2048




Schneier, Bruce. Applied
Cryptography. John Wiley &
Sons, Inc., 2nd edition, 1996.

Mrikog¢ «kAeLldloU» oTa Zuotrjpuata AK

Mopadetypara: Symmetric and Public-key Key Lengths with
Similar Resistances to Brute-Force Attacks
1. 2€&va uBpLdlkd cUoTNUA, E0TW

Symmetric Public-key
Key Length Key Length

xpnotpototovpe RSA (modulus 512-
bit) yia tn petadopd evog kAeLdLOU
AES pnkoug 256-bit 56 bits 384 bits

64 bits 512 bits
2. 2€ €va UBPLOIKO CUCTNUO, EOTW 80 bits 768 bits

xpnotpomotoVpe RSA (modulus [12 bits 1792 bits
128 bits 2304 bits

2048-bit) ylo Tn petadopa evog

KA€LOL0U DES pnkoug 56-bit Tnueiwon: Z€ oX&on PE Ta CUPPETPIKA GUOTNUATA, OTd
ouoTtnuaTta AK ouviBwg enBUpPOUPE N «acPaAela» va
OO R (YT RN Lo 1o AN e Ra e OR e S oana | Toa eI M O!CPKEI NEPIOOOTEPO (M.X. SIAPKEIA {WNG YIA YNPIAKEG

_ e




MnKog «KAELOLOU»

(Fevika)

Schneier, Bruce. Applied
Cryptography. John Wiley &
Sons, Inc., 2nd edition, 1996.

1600 «UeYAAO» TIPETIEL VA ElvalL TO

UriKOG TOU KAELSLOV);

Amtdvinon (e epwtnom):

1) [Mowog eival o exBpdg oov;

2) [don aéia €xyouv ta ayaBd cov;

Security Requirements for Different Information

Type of Traffic

Tactical military information

Product announcements, mergers, interest rates

Long-term business plans
Trade secrets (e.g.. recipe for Coca-Cola)
H-bomb secrets

[dentities of spies

Per=onal attairs
Diplomatic embarrassments

LS. census data

L.ifetime

minutes/ hours

days Wee ]'1'. =
Years
deca
=40 years
.'-"-‘\“ Vears
=51() yVears
2 oyears

years

Minimum
Kev Length

5664 bits

64 bits

64 hits

112 bats

| 28 bits

| 28 bits

| 28 bits
at least 128 bits
at least 128 bits




Schneier, Bruce. Applied
Cryptography. John Wiley &
Sons, Inc., 2nd edition, 1996.

Kpumnttoypadia Anpociou KAeLdLoU
Public Key Cryptography
Whitfield Diffie — Martin Hellmann

* Ralph Merkle

m «Aiwvio» TTpopAnua

, . Madi pe Tnv
u :
TTwg 9('] avm')\)\aﬁouus wneiak
HE aowdAsia eva unoypagn, Ta 2

HEYaAa
NAEOVEKTAMATA TNG
HEOW €VOC PN aopaAoUg KpunToypagiag AK

KavaAioU eTikoIvwvidg;

HUOTIKO KA€10i

Ralph Merkle, Martin Hellman, Whifield Diffie



H. Mel, D. Baker.
Cryptography Decrypted.
Addison-Wesley, 2001

Kpunttoypadia Anuociouv KAgLo1oU

Public Key Cryptography

e OLaAyoplBpuol dnudoiou kAeLdLoU safe
, . : convert words to
petoyelpiCovral To dedopEVA WG apLOpoUS... l i e
* Hkpuntoypadnon AK Baciletal otnv UTIOPEN 19,010,605
«OUOKOAWV» TIPOBANUATWY, T OTIOLX UTIOPOUV give the number
W to the encryptor

VO OVTLOTPAPOUV HOVOV [E TN XPT)ON HUOTLKNG
AN podoplag

e Movddpoueg Zuvaptrosls Kpudng Eloodou

L 4

(Trapdoor one-way functions) it encrypts the
number

27,253,849



Schneier, Bruce. Applied
Cryptography. John Wiley
& Sons, Inc., 2nd edition,
1996.

Kpunttoypadia Anuociouv KAgLo1oU

Avokolda MpoBArjuata — & Movodpoues Zuvaptnoeis

o X 2f(x): «<€UKOAOG» 0 UTIOAOYLOUOG %

* f(x) 2 x: «AVGKOANOG» O UTIOAOYLOHOG W

e =YmoAoylotikd aduvatog (Computationally infeasible)
It would take millions of years to compute x from f(x), even if all the computers in the world

were assigned to the problem (Schneier 96)

= TToia Ba pmopouoe va eivar n XpAon Twv CUVAPTACEWY ohe way?
B Kpumtoypdgnon: kaveic dev Ba pmopoloe va amoKpuTToypdgpnoel To HAvupa |

= 2UuvapTAoeIg Kpuphg e106dou (frapdoor one-way functions)

B One-way: EUkoAoG o utoAoyiopdg

B AvTioTpoph: AUoKoAn, eKTOC £dv KATol0¢ yvwpilel Th HUOTIKA TTAnpowopida

B H kpumrtoypagia dnpociou KAeidioU pacileTtal aTnv Utapén Toug
= T.X RSA, Rabin, Diffie - Hellman, ElGamal,...



H. Mel, D. Baker.
Cryptography Decrypted.
Addison-Wesley, 2000

Kpunttoypadia Anuociouv KAgLo1oU

H 1dea tou Merkle (Explainingd

Secret Key

1" AtoTielpal (ATIOTUYT|LEVN)

1. HAlice ¢tidyvel pia BA pe
1.000.000 KAELOLA Katl
avTtioToL oug (LovadLkoUg)

OELPLAKOUG apLBuoUg

2. HAlice otéAveiotov Bob

Tnv BA

4. O Bob emikolvwvel pe tnv Alice kal Tng A€€l

3. O Bob emiMéyel évav VOl XPTOLLOTIOLOEL TO KAELSL TTOU

, , OVTLOTOLYEL oTOV aplOuod £00.121
o€LpLlokd aplBud (Tr.X. X POMO 5

500.121)




H. Mel, D. Baker.
Cryptography Decrypted.
Addison-Wesley, 2000

Kpunttoypadia Anuociouv KAgLo1oU

H 16ea tou Merkle (Explaining Asymmetry)

Secret Key
Database




H. Mel, D. Baker.
Cryptography Decrypted.

Kpunttoypadio Anuociov KAeLdLov Addison- Wesley, 2000
H 16ea tou Merkle (Explaining Asymme

2N AmtomeLpa (ATIOTUYTLEVN) Encrypted |}
Secret Key
Datab .
Database

1. HAlice kputttoypadei tnv BA
XPTOLLOTIOLWVTAG EVO KAELSL

LKPOU pnKoug (T.x 20 bit)

2. HAlice otéAvelL TV

KpuTitoypadnuevn BA otov

Bob xwpig va met To KAELOL

3. O Bob mpaypatomotei pia 4. O Bob em\éyet 5. O Bob Aéel aTnv
emniBeon brute force, Bpiokel ¢vav oeLp. aplBud Alice va
T0 oWOoTS KAELS( Kall (TLX. 500.121) XPNOIHOTIOINGEI TO

, avTioToixo KA&ldi
amokpuTtoypadei tn BA

JuppeTpia: H Eve Ba kavel 6,71 o Bob, & 6a pdabel To HUOTIKO KAEIDI



H. Mel, D. Baker. Cryptography
Decrypted. Addison-Wesley, 2000

Kpunttoypadia Anuociouv KAgLo1oU

H 16ca tou Merkle (Explaining Asymmetry)

1. HAlice kpumtoypadei kadBe CeVyog (CUUUETPLKO KAELSL | ogLlplakdg aplBudc)
NG BA pe dladopeTikd KAELOLA pULKPOU PKOUG (Tt 20 bit)

Alice Makes and Keeps Alice Sends to Bob

Plaintext 1,000,000 Different
of Secret Key / Secret Keys— Encrypted Text of Secret
PalrRumDer Serial Number One for Each Key/Serial Number
(reproduced from Figure 9-1) Pair Number

— alct187H45 / # 1,287,541 Ciphertext 1
_ lyt8ad2x35 / # 500,121 : Ciphertext 3

900,000 43879d323 / # 10,100,001 00,000 Ciphertext 900,000
25s42tds70 / # 95,428,385 1,000,000 Ciphertext 1,000,000




H. Mel, D. Baker. Cryptography
Decrypted. Addison-Wesley, 2000

Kpunttoypadio Anuociov KAeLdLov

H 16€a tou Merkle (Explaining Asymmetry)

Ciphertext 3

2. HAlice oté\vel otov Bob 1.000.000
Ciphertext 2

(~22°) KpuTITOYPAPTNUEVA PUNVUUOTA | Ciphertest

3. O Bob emAéyel otnv TOXT Eva prjvupa ==]

Ko eEaTTOAVEL eTtiBeon brute force

°  TLY. 1Wpag dldpKELa

?77/#500,121

4. O Bob avaktd m.x. to {evyogq

AouppeTpia (No2)

(1yt8as42x35 | 500,121)

5. O Bob emnikowvwvel pe tnv Alice: Tng
A€€L VO Y pnoLpoTIonoEL TO KAELSL TTOU

QLVTLOTOLYE( OTO 500.121




R. Merkle, M. Hellman, Hiding Information and Signatures in Trapdoor H. Mel, D. Baker.

Knapsacks, IEEE Tr. Information Theory, 24(5), 1978, pp 525-530 Cryptography Decrypted

Addison-Wesley, 2001

Kpunttoypadia Anuociouv KAgLo1oU

Kpuntoovotnuoto tomov Knapsack
P Iz g Subset Sum problem

o  AoBévroc ouvdAou
OeTIKWYV akepaiwy
{a;, a,, ..., a,} kai evog
OcTIKOU akepaiou s,
EAEYXOC YIA TO av UTTAdpXEl
A X1 UTTooUVOAO TWV q;
TETOIWV WOTE TO dBpoioud
TOUC va IoouTal UE S.

http://en.wikipedia.org/wiki/Knapsack_problem

e SUBSET-SUM: MpéBAnpa NP-Complete
*  Qo1600, KATIOLA OTLYMLOTUTIO TOU TTPOBAHATOG Elvarl UKOAA (=AUvVoVTOL ATTOSOTIKA)

o 16€a: KwOLKOTIOIOUME EVal VU WOTE O TIPOANTITNG (Kot dvov), va AUCEL Eva EDKOAO OTLYLOTUTIO



H. Mel, D. Baker.
Cryptography Decrypted.
7/ Addison-Wesley, 2001

Kpunttoypadia Anuoéciouv KAeldlov

O adyoptOuog Knapsack (Merkle-Hellman)
ALICE'S HOT PICKS

Select and Sum Stock Numbers
Number

l

7
3

Name

Amazon.com
Barnes & Noble
Ford Motor
General Motors
IBM

Microsoft

5
10
20

440}

Figure 11-3 Alice sends her clients a list of stocks with special numbers that they can
use to encipher the information.

e Oumeldteg tngAlice amattovv HUOTIKOTNTA OTLG LETOXEG TIOU SLAAEYOUV YLO VO
nmAnpodopnBovv... ag dSoUpe TO TPWTOKOAAO:

1. Kd&bBe etaipia kwdikotoleitat pe Evav aplBud
2. HAilota pe toug aptBuovg dnuoactevetal oto Internet

3. O meAdngumoloyilel kat oteAveL otnv Alice 1o dBpolopa Twv aplBpwV TWVv PETOX WV
TIOU TOV EVOLOPEPOLV...




H. Mel, D. Baker.
Cryptography Decrypted.
Addison-Wesley, 2001

Kpunttoypadia Anuociouv KAgLo1oU

O aAyoptduoc Knapsack (Merkle, Hellman)

53=40 +10 + 3 B+G+M
M + G + B 3+10+40_53

53=40 +10 + 3
M + G + B

<>
BlackHat

O Blackhat utokAemTeL TNV €TIKOLVWVIA KOL GTLAYVEL TOUG CWOTOUG apLBovg



H. Mel, D. Baker.
Cryptography Decrypted.
Addison-Wesley, 2001

Kpunttoypadia Anuociouv KAgLo1oU

O aAyoptduoc Knapsack (Merkle, Hellman)

Private Key Public Key

(super-increasing sequence) mod 101

‘Eva dtavuopa

(ay, ay, ..., ay)0a Aeyetal super —
increasing sequence av a; > ), a; yla
I:1,...,J-1 HE j<=N

[Eveon KAeldlov

o Emélede pla super — increasing sequence
(ay, ay, ..., a,)

o Adhe€e évav aplBud q tétolo wote g> Y, a;

ylaiz1,...,j-1 € j<=n, To q Ba Aéyetal modulus

o ALdAeEE Eva r o PETAED TOUG VA EVaL TIPWTO

gcd(r,g)=1, Tor Ba eival o TOAATIAQCLAOTNG

e YmoAdyloe€ éva didvuopa b;: (by, by, ..., by)

tétold wote:b; = ra;mod(q),0 < b; < q

Ta KAELOL4:

Anuoolo: b;

I0lwTIkO: (a;, q, 1)

H Alice «kataokeudle» éva Snuooto KAELSL attd Eva LOLWTLKG, XPNOLHOTIOLWVTOG VTLOTPOPOUG




H. Mel, D. Baker.
Cryptography Decrypted.
Addison-Wesley, 2001

Kpunttoypadia Anuociouv KAgLo1oU

O aAyoptduoc Knapsack (Merkle, Hellman)

Public Key
(openly distributed)

Private Key select and sum
(not disclosed) stock numbers

Amazon.com
Barnes & Noble
Ford Motor
General Motors
IBM

Microsoft




H. Mel, D. Baker.
Cryptography Decrypted.
Addison-Wesley, 2001

Kpuntoypadia Anuociou KAeiolou

O alyo

106 x 22 = 2,332
2,332 mod 101 =9

9=54+34+1 A_}. B+ F

F B A ﬁ93+69+14—106
h 1

mm

o)

=




H. Mel, D. Baker.
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Kpunttoypadia Anuociouv KAgLo1oU

O aAyoptduoc Knapsack (Merkle, Hellman)

Private Key Public Key Private Key

(Column 2 (Column 3 (Column 4
mod 101) x 22) mod 101)
1 5 _

Figure 11-21 Alice manufactures a public key from her private key, and then, to show it’s reversible, she
converts her public key back to her private key using her modulo inverse pair 23 x 22 mod 101.




J. Katz, Y. Lindell. Introduction to Modern H. Mel, D. Baker.

Cryptography. Chapman & Hall/CRC, 2008. Cryptography Decrypted.

Addison-Wesley, 2000

Kpunitoypadia Anuociouv KAgLo1oU

To MpwtdkoAdo «Avtaddayri¢ KAetdiov» twv Diffie-Hellman

e 1976: To MTPWTO (ME SMAwp
gupeotTeXViag) Kputtoypadikod
ovotnua Anpoéctou KAeldlov

* HAlice kat 0 Bob ¢ptidyvouv amnod kolvou
EVO LUOTIKO KAELSL, yvwpllovtag OTL , , .
KATIOLOG TTOPEL val TIopakoAoUBEel Bob, xwpig va éxouv ouvavnOei A
OUVOLIALX ETIKOIVWVAOEI VWwpiTepA, va PpeOolv

oe €va dwpdTio, Tapouonc Tne Eve,
Kal va piIAnoouv pe puoTtikotnta ?

TTapadeiypya: Mtopouv n Alice kai o




H. Mel, D. Baker.
Cryptography Decrypted.
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Kpunitoypadia Anuociouv KAgLo1oU

To MpwtdkoAdo «Avtaddayri¢ KAetdiov» twv Diffie-Hellman

To IPWTOKOAANO

3. O Bob ouvdualel 1o 161WTIKO TOV

 HAlice kat o Bob StaBétouv (0 kabévag KAELO( 1K pe to AK, Tng Alice kat

EEXWPLOTA): uttoAoyileL To PUOTIKG KAELS{ K

> €va ldlwTiko (IK) KAedi

> éva Anuodoto (AK) KAeldi

1. HAlice kat o Bob avtoAAdooouv ta dnudota o O
KAELOL& Toug AK,, AKy .
}.KA

2. H Alice ouvéudlel To LOLWTIKS TNG KAELSL 1K, pe
10 AK; Tou Bob kat urtohoyiCelL To puoTIkO
KAELS( K




H. Mel, D. Baker. Cryptography Decrypted.
Addison-Wesley, 2000

QOK, Alice. I'll use your

To np w Té KOAAO . _ -‘ L I public DH va

private nui

Diffie-Hellman

I'll record everything.

A

] i Bob. I'll use Your p ublic
DH value and my private
numbe ulate the

identical secret key.

'OAec ol npageic yivovtal mod p
Rats! Even though | know

g rEVVﬁTOqu e (Z*p’ X) g DH, | can't fi

secret key t re using.

p: Meyahog MpwTtocg ApIBOC o A;{:.;:.erf.:{l-,: A.



Menezes, Oorschot, Vanstone, Handbook
of Applied Cryptography, CRC, 2001

Kpunttoypoadio Anuoéciov KAeLdlov

To MpwtdkoAdo «Avtaddayri¢ KAetdiov» twv Diffie-Hellman

Protocol Diffie-Hellman key agreement (basic version)
SUMMARY: A and B each send the other one message over an open channel.
RESULT: shared secret K known to both parties A and B.
l. One-time setup. An appropriate prime p and generator ¢ of
selected and published,.
2. Protocol messages.
A—=B:a"modp (1)
A+ B:a’?modp (2)

3. Protocol actions. Perform the following steps each time a shared key 1s required
2, and sends B message (1).

(a) A chooses a random secret z. 1 ; r<p—
(b) B chooses a random secret y, 1 < y < p — 2, and sends A message (2).
(c) B receives a” and computes the s .'ulh‘llr..tl key as K = (a”)¥ mod p.

(d) A receives a¥ and computes the shared key as K = (a¥)* mod p.




John Hershey.
Cryptography
Demystified. McGraw-Hill
Professional, 2003

k=41°mod101=6

k=22"mod101="6




To MpwTtokoAAo Diffie-Hellman

Acgpaldeia tov mpwtokoAdov DH — H unodeon CDH

e HunoBeon CDH (Computational
Diffie Hellman)

Aedopévwy pia opddac G, voc
YEVVATOPA g, KAl TWV TIPHWVY g%, g,

OTIoV X, Y eival Tuxaiol ekBETeG, gival
uttoAoy1oTIKd aduvaro via Thv Eve va
uttoAoyioel Thv TIUA g*Y

* Avaywyn oto mpofAnua  Alakpltou
AoydpiBuou (DL problem)

* EUpeon dtakpltwv AoyopiBuwyv dtav to
modulus p gival peydAog mpwTtog

e T1.X. Mnkog(p) = 1024 bit

FIGURE 9.2:

The Diffie-Hellman key-exchange protocol.




J. Katz, Y. Lindell. Introduction to Modern
Cryptography. Chapman & Hall/CRC, 2008.

A. Young, M. Yung. Malicious
Cryptography — Exploring
CryptoVirology. Wiley, 2004

To MpwTtokoAAo Diffie-Hellman
(2nuaagtodoyikn) Aopaldeia tov mpwtokoAilov DH

e To mpoBAnua Andédaong DDH
(Decisional Diffie Hellman)

Aivovtai: G, g, q (o1 TapdueTpor Tou
TIPWTOKOAAOU), g%, g¥ (o1 TIHEG TTOU

avtaAAdooovTai), kai gZ (pia uoyny@ia
AUon). Amogdaioe: ToxUel g2=g*Y, i T0
Z gival pia Tuxaia TipgA oto G;

’ Enio-nql O(VO(Y(JOYﬁI OoTO T[DOIB>\T] L FIGURE 9.2: The Diffie-Hellman key-exchange protocol.
Alokpttov AoydplBuou (DL problem)




A. Young, M. Yung.
Malicious Cryptography —
Exploring CryptoVirology.
Wiley, 2004

Kpunitoypadia Anuociouv KAgLo1oU

To MpwtokoAldo Diffie-Hellman
2u(ntnon: AoddAela

1. To MPWTOKOAAO TIPOCTATEVEL TOUG
xpriotes amd v Eve

* Qotoo0 Oyt kat amd tov Mallory...

e Aevumdpyel avBevrtikomoinon
e T1.x. HAlice ¢ev eival alyoupn dtL
WAQEL pe Tov Bob
* Impersonation attacks,
* Man Inthe Middle attacks,...
e  TompdfAnua avTipeTwTCETOL OV O

Bob kat n Alice urtoypdyouv
WUnoLokd To LNVOROTO TOUG

e [l.x.S2S protocol

>u(ntnon: Alayeiplon kAeLdLou

P

DH: MpwtdkoAAo avTaAAayriG CUMUE-
TPLKOU KAeLdL0U (Key Agreement)

O aplBudg Twv KAeWOLWYV o€ éva diktuo U
XPNOTWYV, Ttapapevel o (dLog !

, key used by user 1

7~
/ to speak to user 2

and vicc—versa

ol for six users




N. Ferguson, B.
Schneier. Practical
Cryptography. Wiley,

EntiBeon Ev&dpscnq Ovtotntag (MIRT
OTO TIPWTQYKQAAO lefleHeIIman

— (g")¥

Figure 12.2: Diffie-Hellman protocol with a man in the middle.



Mao, W. Modern Cryptography: Theory and Attack 8.1: Man-in-the-Middle Attack on the Diffie-Hellman Key
Practice. Prentice Hall, 2003 Exchange Protocol

ET[ lll9 €0 n Ev 5 [ O,( ,Ll €0 r] g. COMMON INPUT: Same as Prot 8.1
Ovtotntog 010 MPWTOKOAAO|NN s
Diffie-Hellman

1. HAlice emiAéyet evav tuyaio aplOus EXTETEEE

N {NNENC(WeadINIAM - —7 ° (mod p)

otov Mallory ("Bob”)

2. O Mallory (“Alice”) umtoAoyiCe! (s RN Eslelsle)!
ylo karoto [RBYNERY| Kol OTENVEL

otov Bob 5. H Alice umtoloyiCet

- * To kAeldi autd Ba To potpadletal ePelrig e
3. OBobeméysl [ASTRRPCEINEY  utoloyilel

Kol oTéNvel To (ool @alelels) Tov Mallory

Tov Mallory, o omolog emiong umtoAoyiel

(“Alice”) 6. O Bob uttohoyiCel
4. O Mallory ("Bob”) oté\veito [Efflotnv Alice * TokAewdi auto Ba to poipadetar ededrig pe

Tov Mallory, o omolog emiong umtoAoyiCel
|




Schneier, Bruce. Applied
Cryptography. John Wiley &
Sons, Inc., 2nd edition, 1996.

To MpwTtdkoAAo Diffie-Hellman

Doty ey Agreement (1) Alice chooses a random large integer x and sends Bob
* Mwg pmopouv 3 1) X=g"mod n
TIEPLOCOTEPOL XPTOTES (2) Bob chooses a random large integer v and sends Carol
v GUH(I)(,UVﬁGOPV o€ Y=g"modn
EVOLKOLVO KAELOLK ... (3) Carol LhOOSE\ a random large integer z and sends Alice

Z=g"*mod n

* ... XpNOLUOTIOLWVTOG TO
TIPWTOKOAAO DH; o=
wﬂﬂuglﬁ

Group Key Agreemen




Schneier, Bruce. Applied
Cryptography. John Wiley &
Sons, Inc., 2nd edition, 1996.

To MpwTtdkoAAo Diffie-Hellman

r Key Agreemen >r - _y ;
Bireup iy Agireeinemt (1) Alice chooses a random large integer x and sends Bob

* Nwg EILOROLAASIT) X=g¢"mod n
s PO (RHIEES (2) Bob chooses a random large integer y and sends Carol
VO CUPMPWVT)COUV OE
EVal KOLVO KAELSI K ...

Y =g¥ mod n
(3) Carol chooses a random large integer z and sends Alice

* ... XpNOLHOTIOLWVTAG TO o Z =g“mod n
TIPWTOKOAANO DH; (4) Alice sends Bob
Z' =7"mod n
(5) Bob sends Carol
X =XY mod n
(6) Carol sends Alice

Group Key Agreement

Y =Y modn
(7) Alice computes
k=Y" mod n
(8) Bob computes
k=Z" mod n
(9) Carol computes
ik =X"“mod n




AAyoplOuol Anuociou

To «opapox» Twv Diffie - Hellman .

* KaBe xypriotng otobetelL:

1. eva ldtwtikd (IK) KAeldidy

2. eva Anuooto (AK) KAeldi eg

e Xprjon HoVOSPOWY CUVAPTHOEWY
Kpudng elcodou (trapdoor one-way)

* EUkoAn n kpumttoypddnon,

¢ AUOKOAN N amokpuTITOypAdPNnOoN, EKTOG Kal
av €YELG TN LUOTLKT TIANpodopia

Mao, W. Modern
Cryptography: Theory and
Practice. Prentice Hall, 2003

KAgldloVU

Ta kAeLdL& prtopovv va xpnotpototnBolv
ylo:
1. Kpumtoypddnon (encryption)
* Kpuntoypadnon pe to AK,
e Amokputmitoypadnon pe to IK

2. Wndakr unoypadn (digital signature)

*  Kpumtoypagnon (uroypadr)) e
IK

* EmoaAniBevon pe AK

Edpaiwom cupUETPLKOU KAELOLOU O€ Un
aocdar] tepLtBaAlovia

o

ACUUUETPA

KpunToouoTnuara



Mao, W. Modern Cryptography: Theory Schneier, Bruce. Applied
and Practice. Prentice Hall, 2003 Cryptography. John Wiley & Sons,
Inc., 2nd edition, 1996.

AAyopLOuol Anuodciou KAglolov

Anuo@ideic Alyoptduot

AAydpiduot:
 Kpuntoypddnong & Wndiakng KaTaBoAeg:
Yroypadris oTov

aAyopiOuo

* RSA, ElGamal, Rabin,... ElGamal

o Wnolakrig Yroypadrig (ATTOKAELOTIKA) .‘

 Digital Secure Algorithm (DSA),...

* 1991: NIST- lNpdtumo DSS (Digital Signature
Standard)

* Kpumntoypddnong (amoKAELOTIKA)

* Paillier, Goldwasser-Micali, ...

* Edpaiwong KAewdiwv (Key Establishment) r/ka
Tavutotmoinong (Identification)

* Diffie-Hellmann, S/Key, EKE, ...




J. Katz, Y. Lindell. Introduction to Modern
Cryptography. Chapman & Hall/CRC, 2008.

AAyopLOuol Anuodciou KAglolov

FACTORING

AmoAvtn Aopaleta (Perfect Secrecy)

e 2eavtiBeon e TA CUPIETPLKA

OUOTNHATA, 0T cuoTripata AK

amoAuTn aoPadeLa dev eivar ek

e Aedopévou evog AK pk kal evog

Kputtoypadrjpatog ¢ & Enc,,(m)

e ... &vag exOpog pe dmelpoug UTIOA.

niépoug (unbounded) B B

mBavotnta 1.

... N.X. 6okipadovrac
KaBs miBavo 101WTIKO

KAEIOI JEXPI Va Bpel
TO OWOTO

SQROOT

‘ DHP




J. Katz, Y. Lindell. Introduction to Modern H. Mel, D. Baker.
Cryptography. Chapman & Hall/CRC, 2008. Cryptography Decrypted.
Addison-Wesley, 2001

Kputttoypadia Anpociou KAeldlov
O adyoptduog RSA

O aAy6plBuog RSA * 'Eotw aplOudgme Z*
1. HAlice emuléyel tuyaio U0 TIPWTOUG © NP e
aplBpoug p, q € Z* * Armokputtoypddnon:
. , - ' '
2 AR VOGN = [ G (YToAoyioTikR) AgpdAsid

3. HAlice dlaAeyeL aplBuo e e Z* AvdyeTail oTo:

4. HAlice urtoloyiCelL aplBuo d € Z ¥, TTpopAnua
WoTE ﬂ *d =1 (mod ¢(N)) eUpEONC TPWTWY TTAPAYOVTWY

5. HAlice Staypddel ta p kal g HeydAwv ap1Buwy
Anudaio KAeidi : (e, N)

Ma peydho N, (>= 1024 bit),
«OUokoAo» va PpeBouv ol

IdiwTik6 KAedi : d TPWTOI TAPAYOVTEG P Kal g




J. Katz, Y. Lindell.
Introduction to Modern
Cryptography. Chapman &
Hall/CRC, 2008.

Kputttoypadia Anpociou KAeldlov
O adyoptduog RSA

RSA Problem e Ac doUpe TNV ACUUUETPIQ

Aivovral: Aképaiog | BeTIKOG * EotwnopadaZ’y.

aKEPAIOG ~ OXETIKA TTPWTOG HE e Avn napayovtomnoinon tou N
N) Kai &va oToixeio v € 75 ELVaL yVWOTT) TOTE TO RSA

AN). ka XE N problem yivetat ebkolo:

YmoAdyioe: évav apiBud < wote 1. YroAdyioe O(N)=(p-1)(q-1)

2. YmoAoyloe d = e* mod P(N)
3. YmoAdyloe x = y9 mod N

Kouopn cicodoc (trapdoor):

ol dpiByoi p, g




H. Mel, D. Baker. Cryptography
Decrypted. Addison-Wesley, 2001

Kputttoypadia Anpociou KAeldlov
O adyoptduog RSA
e Brjua 1 ETiAEyoupe Tuyaia U0 peyaAouGg TIPWTOUG aplBuoug p kat g.

* Brjpa 2. YmoAoyiCoupe ton = pgkat ¢ = (p - 1)(q - 2).
* Brjpa 3 EmiAeyoupe evav aplBuo e tetolo wote ged(e, d) = 1.

* Brjpa 4 Bpiokoupe Tov TOANATIAQCTIOOTIKO avTIoTPOdO TIopdyovTa
oL O, TI.X., ed =1 (mod ).

AUTO pTopel va aveupeBel ato ToV EMEKTAUEVO OAYOPLOO TOU EUKAELON

* To AK kputttoypagnong eivatl KE = (n, e) kot To LOLWTIKO KAELOL
atmokpuTtttoypadnong eivat KD = (n, d).

* H ouvdptnon kputttoypadnong eivar E(M) =M¢modn.
* Kal N ouvdpTtnon amokputoypddnons D(M) = M%modn.
D(E(M)) = M kot E(D(M)) = M yla kdBg o < M < n.



1. Agdolpe eva apleplgmé mopadelypa. '1.'Eotw p = 7 kaL g = 13
glvatL ot Vo mpwtoL=P. n=pg=91Katd = (p-1)(q- 1) = 72.

e AoklpdoTe e = 2. gcd (2, 72) = 2 (dev Aettoupyel)

2.  EmAé€te €. Ag SoUpe avapETH OTOUG TTIPWTOUS, e AoKIGOTE e = 3. ged (3, 72) = 3 (Sev Aertoupyel)
3. AgBpovpe d. ©éhoupe va Bpoupe d TéTolo Wote ed = 1 (mod ¢) e Aoklpdote e = 5. ged (5, 72) = 1 (Aettoupyel)

10 omoio eivarl .godUvapo yia va Bpeite § T€Tolo wote ed + 1 = dk ;

ylo Kamotov aképato k. YrievBupifoupe 6t ged (e, §) = 1. Emileyoupe e = 5.
4. MmopoUpe va ypnolpoTorjooupe Tov ahyopLBpio Tou EukAeidn (82) 1= 82 (mod 91)

Eméktoon ota Ppeite akepaiwy X KAl y TETOLO WOTE

(82) 2=81(mod 91)

ex + ¢y =gcd (e, ¢). Edv € = 5 koL ¢ = 72, Bplokoupe x = 29 KaL y = -2, (82)4 = (81) 2= g9 (mod 91)
Mpdypatt, 5(29) + 72 (-2) = gcd (5, 72) = 1. Ztnv cuvéyela, d = 29. 2¢ (82) ®=(9) * =81 (mod 91)
YEVIKEG YPAUES, XPNOtHoTIOOVHE d = X mod ¢. (82) * = (81) 2= g (mod 91)
H H Aertoupyia kpumttoypddnong eivat E (M) = M mod n = M5 mod ATI0 29 = 16 + 8 + 4 + 1 (0TO SLASIKO €ival 29 11101),
91. H ouvaptnon amnokputtoypdadnong eival OUMTIEPA{VOUE OTL
* D (M)=Mdmodn=M?mod 91. 8229 = (82) ¢ (82) 8(82) 4(82) {(mod 91)
6. .AgumnoBéooupe 6tL To prjvupa eivat M = 10. =(9) (81) (9) (82) (mod 91)

=10 (mod 91)

* E(M)=E(20)=105modg1=282 , , ,
KataAriyoupue oto cupmépaopa 0Tt 8229 mod 91 = 10.

- * D(E(M))=D(82)=8229mod 91 =10

' Ag 50UE TILIG UTTOPE(TE VO UTIOAOY(OETE ATIOTEAECHOTIKG 8229 mod g1
XPNOLLOTIOLWVTOG TNV TETPAYWVIKT|-KaL-TIOAAaTTACIadovTal alyoptbuo.



J. Katz, Y. Lindell. Introduction to Modern
Cryptography. Chapman & Hall/CRC, 2008.
O1 npwTOI L KAl g Ynopouv va
xpnoiponoinBouv yia va
«gniraxuvbouv» ol dlEpyaaieg
oTOoV NapaAnnTn

() v / a¥a a

Example 10.16
yay p =11, ¢ = 23, and ¢ = 3. Then. IV =253, '¢(N) =220, and d = 147.

To encrypt the binary message m = 0111001 with textbook RSA and the
public key pk = (N = 253, e = 3), simply interpret m as the number 57 (and
r7

hence an element of Z*.."

D3

in the natural way. Then compute

2ol = [-’373 mod 253].

147

T [ Moy = P = . & ; .1.1.:_. aale
[0 decrypt, compute 57 := [250'*" mod 253]. Alternatively, using the Chinest

remainder theorem the receiver could compute
(9] = 1147 mod 1 Ui ; 1 : gt 1|
2501 mod 11 = &' mod 11 2

E!.]i'f_I

5

9501147 mod 22] ) 04 93 — 901% 1mod 23 = 11.

Indeed, 57 <= (2, 11) and so decryption succeeds. (The desired answer cail

recovered from the representation (2,11) as described in Section 7.1.0.)




Menezes, Oorschot,
Vanstone, Handbook of
Applied Cryptography,
CRC, 2001

AAyopLOuol Anpooiou KAgLOLoU

O adyoptduog Rabin

Algorithm Rabin public-key encryption
SUMMARY: B encrypts a message m tor A, which A decrypts.
. Encryption. B should do the following:
(a) Obtain A’s authentic public key n.
(b) Represent the message as an integer m in the range {0,1,... ,n — 1}.
(c) Compute ¢ = m? mod n.
(d) Send the ciphertext ¢ to A.

2. Decryption. To recover plaintext m from ¢, A should do the following:

(a) Use Algorithm 3.44 to find the four square roots mq, ma, ms., and m4 ot ¢ mod-
ulo n.2 (See also Note 8. 12.)

(b) The message sent was either mq, msa, ms, or mq. A somehow (cf. Note 8.14)
decides which of these is m.




Menezes, Oorschot,
Vanstone, Handbook of
Applied Cryptography,

CRC, 2001
AAyopLOpuol Anpociou KAgeLoLou
O alyoptduog Rabin -Mapadetyua
e Anuioupyio KAeldiov: n Alice eiiéyel * Amnokpumtoypadnon: n Alice Bpiokel
TIG TETPAYWVLIKEG piCeg Tou C, modulo

dV0 MPWTOUG p=277, =331, KL "

uttoAoyiCeL n = p x q = 91687. To AK tng ) ) )
. ) ) * EUkoMo: Bplokel 2 piCeg modulo p kau 2
Alice eivat to n =91687, evw 1o IK elval to piCec modulo q:

(p=277and q=331)

* Kpuntoypddnon: m;=69954, m,=22033,
m;=40569, m,=45118

1. nAlice kat o Bob cupdwvouv oe kdmola

bit mAeovaopov yia Tto privupa mou Ba m1=1000100000010110,
oTaAel (.. ) m2=101011000010001,
m3=1001111001111001

2. O Bob kpumtoypadei to urvupa m4=110001111010110.

1001111001 WG €&1{¢:

M=1000111001111001 = M=40569

C = m? modn = 405692 mod 91687 = 62111




J. Katz, Y. Lindell. Introduction to Modern
Cryptography. Chapman & Hall/CRC, 2008.

AAyopLOuol Anuodciou KAglolov

Nteteputviotikoi kot Mdavotikoi Alyoptduol

Ta VTETEPULVIOTIKA oxnjpata AK (TT.x. - - .

RSA, Rabin) dev eivat acpain -
1. AmnAég KpumttavoAuTikeg eTiBEoELG P E PEME
N= P&
£D = | pAOD cPJ;}t%-IJ
' " = M MO
|_|£II'IT(L)'0 K'unTav'a)\uo: nﬁ’ ¥ Eﬂv ﬂop N
H Eve &epel NOTE OTEAVETAI TO e
i610 pvupa duo eopeg !! e i
MNepinTwon: To kpunToypa@nua c ,
nepiéxel TN Badpoloyia nTuyiou Tou AVGELQ
Bob. H Eve unokAenTel kai dokipalel , ,
miBavéc TIpéc oTo [1..10] 1. «A0pBwon» TopadocLloKwWY
KPUTITOCGUO TN MATWYV
2. AoddAela amo emBeoelg CPA, CCA ¢ Tu.X. OAEP RSA (PKCS #1 v2.1)

(Chosen Plaintext/Ciphertext)
2. Xprion mBavotikwyv aAyopiBuwv

e T1.x. ElGamal-like


http://www.rsa.com/rsalabs/node.asp?id=2125

RSA ETtiBeoelc

¢ ‘Otav n kpumtoypddnon ytverou ME pLKpouq ekBeTeg (. X €= 3), Kau ULIKPEG TLHEG TOU M, (dnA, m <n?
1€ 1o amoTéAeopua TOU M€ HIKPOTEPO attd To N. Z€ aUTH TNV TIEPITITWON), Ta ciphertexts pmopel evkoAa
vaL ok putttoypadnBolv xpnotpomowdvtog v 3/ chiphertext modN.

e EA&v 10 (610 prjvupa KELUEVOU OTEAVETAL OTO € 1] TIEPLOCOTEPOUG TIAPAAITITEG, Kall OL OEKTEG polpalovTal
ToV {010 ekBETN e, A& 6La<|>op£1'LKég p, g, Kol w¢ €k ToUToU T0 N, TOTE Elval EUKOAO VAL
aHOKpunroypad)nosL TO OPXLKO VU psow Tou Kivé(iko Oewpnpa Yrolo(mwy. Auti n z—:m@ecn
glvat duvatr] akdéun kot av ta cleartexts dev eival (dla, A& 0 smrlespevoq YVWPICEL Lot YPOLULKT
ox€omn HeTa&V Toug. Autr) ) emtiBeon €yLve apyotepa Be)\uwenKs a6 Tov Don Coppersmith.

* Emeldnn kpuntoypadnon RSA eival €vag vietepuiviotikog adyoplBuog kpumtoypddnong (Sniadm),
Oev €xeL TUYaio cuvioTWOo) Evag eloBoAéag pumopel va Eekivrjoel pe eituyia pa chosen plaintext
emiBeon evavtiov TOU KPUTITOCUCTHATOG, UE TNV Xprion kpuTtitoypadnuévwy TiBavwv plaintexts
KATW o1td To OnudoLo KAELST kat SokLprig, €&V aUTEG ival (o€g e To kpuTtToypAdNna. Eva
KpuTToypadLlko cUoTNUA )\éysrat onuactoloyikd aodaArig av Evag elofoAag Sev pnopz—:i va Slakpivel
dvo Kpunroypacbr]oaq, (XKOp.T] kal av o eTutiBépuevog yvwpilel Ta plaintexts. O RSA Sev givat
ONMUAGLOAOYLIKA 0o aAT]G. [

* 210V RSA 10 y1vépEVO SU0 KPUTITOKELUEVWY ElVaL (0T E TNV KPUTITOYPAdN O™ TWV AVTioTOLY WV
plaintexts. AnAadi m,®#m, = (m;m,)® (mod n). Adyw autrig TnG TOAAATIAQCLAOTLKT]G LOLOTNTAG
uta chosen plaintext emiBeon eivor epiktry. M.x., évag elofoAéag, o omoiog OEAeL va EEpeL TNV
amokputttoypddnon tou ciphertext ¢ = me (mod n) umopei va {ntrioet amd Tov KATOXO ToU LOLWTIKOU
KAELS{oU TNV amokpuTttoypddnon tou ¢’ = cre (mod n) yia k&molo r Tou ETAEYETAL ATIO TOV
gloBoréa. Adyw TG MOAAATIAACLACTIKYG LOLOTNTOG TO C '€lval n kpuTttoypddnon tou mr(mod n). Qg
£k TOUTOU, €4V 0 emiTIOEpEVOG pdBel To mr (mod n) pmopel va avakaArPeL To prjvupa m omd Tov
TIOAOTIAOGLOO PO TOU Mr e TNV avTiotpodn Tou r modulo n.
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https://translate.googleusercontent.com/translate_c?act=url&depth=1&hl=el&ie=UTF8&prev=_t&rurl=translate.google.gr&sl=en&tl=el&u=https://en.wikipedia.org/wiki/Wikipedia:Citation_needed&usg=ALkJrhjR4kLytI5oFMLShTkn0NeWdO7tqw
https://translate.googleusercontent.com/translate_c?act=url&depth=1&hl=el&ie=UTF8&prev=_t&rurl=translate.google.gr&sl=en&tl=el&u=https://en.wikipedia.org/wiki/Chosen_plaintext_attack&usg=ALkJrhhqlqWHP4kGmS2OaVhpv6ZluW8BVg

J. Katz, Y. Lindell. Introduction to Modern
Cryptography. Chapman & Hall/CRC, 2008.

AAyopLOuol Anuodciou KAglolov

The padded RSA

CONSTRUCTION 10.18
Let GenRSA be as before, and let £ be a function with €(n) < 2n — 2 for

all n. Define a public-key encryption scheme as follows:

e Gen: on input 1", run GenRSA(1™) to obtain (N, e,d). Output the

public key pk = (N, e), and the private key sk = (N, d).

Enc: on input a public key pk = (N,e) and a message
m € {0, 1} choose a random string r « {0, 1}V -£0)-1 4
interpret r||m as an element of Zy in the natural way. Output
the ciphertext

¢:= [(r|lm)" mod NJ.

Dec: on input a private key sk = (N, d) and a ciphertext ¢ €
compute
m := [¢” mod NJ,

and output the ¢(n) low-order bits of 7.

The padded RSA encryption scheme.




J. Katz, Y. Lindell. Introduction to Modern
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AAyopLOuol Anuodciou KAglolov

CPA-secure RSA

CONSTRUCTION 13.1 R

Let G

— Ny e Yy o 1 P i E fa \ W

i HRSA be as usual. and let £(n) be an arbitrary polynomial. Let H
-d lunction whose domain can be set to Z for any N. and

can ]H_’T set to {{] 1 }f.: 11 ) j : : :

. Oor any
8Cheme as follows:

whose range
n. Construct a public-key encryption

® Gen: on input 1"

. run GenRSA(1™) to compute (/NV.e.d). The
public !_n;{l_”'a.-’ 1S (V. | | |

e) and the private key is (N, d)

T

® Enc: on i a publi N, e
- Ol mput a public key (INV,e) and a message m € {0, 1}

choose g 1 s i
Ose a random r «— Z3} and output the ciphertext

(7" mod N|, H(r) & m).

on mput a private kev (N ) a cipher : '
_[rf ] 2 k Y \r.!'?! and el :J]}f|r=r|t_'}=;l ':-._f'l-"".‘.;- COIm

o : I ATE . 4
€1 mod N| and then output the message HH'J (o Co

e :
CPA-secure RSA enerv

ption 1n the random oracle model.
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A?\yoptGHOL Ar] pootou K}\EL&OU

C()NbTRUCIION 13.5
Let GenRSA be as in the previous section, let [1’

a private-key encryption scheme for messages of length ¢(n), and let H

(Gen’, Enc’, Dec’) be

be a function whose domain can be set to Zx for any N, and whose
range can be set to {0, 1}" for any n. Construct a public-key encryption

scheme as follows:

e Gen: on i]]]mi'. 1™, run GenRSA(1") to compute (N,e,d). The
public key is (IV, e) and the private key is (N, d).

® Enc: on input a public key (N, e) and a message m € {0, 1}

FIr

choose a random 7 Zn and compute k := H(r). Output the
ciphertext

([r" mod NJ|, Encg(m)).

® Dec: on input a private key (N, d) and a ciphertext (¢1,¢2), com-
2 | -'.‘I A1 | ] LA i
pute r := |cf mod N]| and set k := H(r). Then output Dec}. (c2).

CCA-secure RSA encryption in the random oracle model.
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AAyopLOuol Anpooiou KAgLOLoU

O alyopt
Algorithm 8.3: The ElIGamal Cryptosystem

Key Setup

To set up a user's key material, user Alice performs the following st

choose a random prime number p;

compute a random multiplicative

r ey Ly
pick a random number =U £p—1 3¢ her private key;

compute her public key by

Y+ g~ (mod p);

5. publicize (p, g, ¥) as her public key, and keep x as her privat

(* similar to the case of the Diffie-Hellman key '-'HJ"EH"H'I'-' |_|r-|t- col,
users may share the common public parameters

teps:

e key.

a system-wide




Mao, W. Modern Cryptography: Theory
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A?\yoptGMOL Anupootov KAgLolou

cmri C umputua e Jphmte ,\{ pcm {Ll C L} as ﬂ*ll“‘u VS

Equation 8.12.1
(YmoAoyioTikn) AcgpdAcia

I= ” 'I
c1 +— g~ (mod p),

Cag — Y b {jll]u d p).

Decryption

To decrypt ciphertext (c1,¢2), Alice computes

Equation 8.12.2

m +— ¢a/c] (mod p).




Mao, W. Modern Cryptography: Theory
and Practice. Prentice Hall, 2003

AAyOpLBuol Anpooiou KAgLOLoU

0, O(/ly FromExample 8.1 we know that 3 is a primitive root modulo 43. Let Alice choose 7 as her
private key. She computes her public key as

37 = 37 (mod 43).

- = =%

Alice publicizes her public key material (p, g, v) = (43, 3, 37).

Let Bob encrypt a plaintext message m = 14, Bob picks a random exponent 26 and computes

¢1 = 15 = 3% (mod 43), c2 =31 = 3726 x 14 (mod 43).

k!

The resultant ciphertext message pair is (15, 31).

To decrypt the ciphertext message (15, 31), Alice computes

31/36 =31/1 57 (mod 43).

Division requires application of Alg 4.2. But Alice can avoid it by computing:

14=231 x 152" =31 x 6 (mod 43).
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AAyopLOuol Anuodciou KAegLol

O adyoptOuog Goldwasser-Micali
CONSTRUCTION 11.13
Let GenModulus be a IZ!l',ll“,-ri'lt'_":]_'IliFL]H1 ime algorithm that, on input 1™, out-
puts (N, p,q) where N = pq, and p and ¢ are n-bit primes except with
probability negligible in n. Construct a public-key encryption scheme as
follows:

FIGURE 11.1: The structure of ,f::i}I'J and Z7,.

e Gen: on input 1™, run GenModulus(1™) to obtain (N, -,r: q), and
choose a random z «— OQN~ "_l;l The public key is pk = (N

the private key is sk

e Enc: on input a public key ; -:f.-' [ ) .lei a message m € {0

choose a 'l‘i-l..fl{ifr.__'hr]_l T 4

® Dec: on input a private key sk

termine whether ¢ is a quadratic residue E'l'!li'..!tlll.liﬁ.i

Algorithm 11.11. If ¢ is a quadratic residue, output ; otherwise,
output 1.

The Goldwasser-Micali encryption scheme.
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AAyopLOuolL Anpociou KAgLoLo

JUVOTTTIKO
A KpUT[TOVpO(CI)T']O'T']Q WHAT IS ENCRYPTED __ CAN BE DECRYPTED
WITH ONE KEY WITH THE OTHER

1. Factoring problem
e RSA

PUBLIC PRIVATE

i CAN BE DECRYPTED WHAT IS ENCRYPTED
° -—
Ra bl n WITH THE OTHER WITH ONE KEY

http://www.teracom-training.com/tutorials/teracom-tutorial-asymmetric-encryption.gif

* Goldwasser-Micali B. Wndlaknic Yoypoadric

e Paillier 1. Factoring problem

2. Discrete Log Problem * RSA, Rabin

e Diffie-Helmann 2. Discrete Log Problem
e ElGamal, Schnorr,
 ElGamal  DSA (DSS)




2UyKpLon kat EmiAoyn AAyopiBuwv...
Juupetpikoi AAlyoptduot kot AlyoptSuot Anuoctov KAgtdiov

H. Mel, D. Baker. Cryptography Decrypted. Addison-Wesley, 2000
Assurance Prevents Secret Key Public Key

Confidentiality Snooping

Authentication Masquerading
Integrity Message alteration without detection
Nonrepudiation Sender’s false denial

Algorithm

Symmetric encryption

algorithms .
T ) Schneier, Bruce.
Public-key encryption i : Applied
algorithms Cryptography.
RN L T oo - 7o John Wiley &
Digital signature algorithms ) Yes S

Key-agreement algorithms £ Optional '_ edition, 1996.

One-way hash functions

Message authentication Yes
codes




H. Mel, D. Baker.
Cryptography Decrypted.
Addison-Wesley, 2000

2uykpton kat EmAoyn AAyopiBuwv...

V4

2UUUE

With my copy of our shared
secret key | can:
¢ send you confidential
messages.
* prove to you who | am.
* prove my message was
not altered in transit.

- oy
-~ pust
- N e
-~ -
- .

X0

With my copy of our shared
secret key | can (also):
* send you confidential
messages.
* prove to youwho | am.
* prove my message was
not altered in transit.

Figure 15-1 Insymmetric (secret key) cryptography the holders look symmetric and
have identical attributes.




H. Mel, D. Baker.
Cryptography Decrypted.
Addison-Wesley, 2000

2UYKPLOT Kall Em)\oyn AAyopiBuwv...

2UUUETPLK

Because | have the only copy
of my private key | can:
* prove who | am.
* prove My message was
not altered in transit.
* send you messagdes that |
can't later deny sending.
But | cannot send a
confidential message with
my private key.

Any one of us with Alice’s
public key can:

* send Alice confidential
messages.

* verify Alice's identity.

* validate signed messages
made by Alice.

Figure 15-2 |n asymmetric (public key) cryptography the holders look different and
have different attributes.




H. Mel, D. Baker.
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Zuprth Kal Em)\oyr] A}\yopLGva...

| Secret Key

Years in use
Current main use

Current stan !'j d 1‘Li

Encrypton / ::Itcrﬂ)tion
speed

Keys

Key exchange

Key length

Confidenuality,
authentication,
message integrity

Nonrepudiation

Thousands
Bulk data encrypuon

DES, Triple DES, and Rijndael

Fast

Shared secret between at least
two people (usually only two)

Ditticult and risky to transter
a secret key

56-hit obsolete
1 28-bit considered safe

Yes

No
Need trusted third party to act
as witness

Yes

Publnc;‘Prwate Key

Less than 50
Key exchange, digital signatures

RSA, Ditfie-Hellman, DSA

S] oW

Private: LLpt conce: liuj LT., one person
Public: widely distribute .

Easy and less risky to deliver a

public key

Private Lu never shared

1,024 suggested (RSA)
Some users demand 2,048

Yes
Yes

Digital signatures: don’t need trusted
third party

Yes
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>2Uykplomn Kot EmiAoyry AAyopiBpwv...
Juuuetpikol Alyoptduot kot AAyoptduot Anu. KAgtdiov

MAeovekTriuoto SUPUETPLKAG KpuTitoypadiag MELOVEKTALOTA ZUUUETPLKNG KOUTITOYPODLAC
* YYnAY anéSoon * To KAELOL TIPETIEL VO KPATEITAL JUOTLKO
, , aTtd OAOUG TOUG CUPUETEYOVTEG (TT.X.
* 1blwg, og vhomoroelg hardware Alice, Bob)

* KAELOL& HKPOU PT|KOUG * [An60og KAELOLWYV o€ dikTUO PEYAANG

* TLYX. (128-256) bit KApaKog

* AUoKOAN Atoyel
* Eupela xprion otn dnpiovpyia GAAwV VOKOAN SLaxetpton

KpUT[TOYpCXCI)lKUI)V Epya}\eiwv ° Av pl(XITp[',L'T] OVT(’)TT]T(X (TO) ((pOlF?(,XCEl»
KAELOLY, TOTE OL XPT|OTEG EYTILOTEVOVTOL
* Tevvrtopeg (Peudo-) TuyadTNTOG v TO

* Movddpopeg ouvapTtrioeis hash * To kAelSi pémet va adMdleL ouyva

G PToels MAC * Av eival duvatd, og kdBe ocuvodo
. , (session) peta& 6VO XpPNOTWV
* Mokpa totopla
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Menezes, Oorschot,
Vanstone, Handbook of
Applied Cryptography,
CRC, 2001

2UyKpLlon kot EmiAoyn AAyopiBuwv...
Juuuetpikoi AAlyoptduot kot AlyoptSuot Anuoactov KAgtdiov

Melovektnuoata Kpuntoypadioc A. K.

MAeovektnuoata Kpumntoypadioc A.K.

Mdvov To LOLWTLKO KAELOL TIPETIEL VL
TEPLBAAETAL ATIO HUOTIKOTNTA

H eumiotoouvn oe pia Tpitn Ovtotnta dev
glval t0o0 Loyupn

e T.x HTpitn Ovidtnta tnpel piae BA pe ta
AK Twv xpnotwv

Mikp0d TAr|60¢ KAELSLWV

* T.X. 0€ €va 6ikTuo N Ypnotwy, uttdpyouv N
Cevyn KAELOLWV

‘Eva Cevyog IK-AK pmopel va €xeL peydin
OLdpketa Cwng

AuBevTikoToinomn o€ kpumtoypadLlkd
TIPWTOKOAAX

¢ Mn Amntontoinon EvBuvng

XapnAn anddoon

* 'Ewg 1000 POPEG TILO «0PYEGH» UAOTIOL]OELG
MeyaAo prikn kKAeLdLwV

* T.X. 2048 bit modulus

Kavevag alyéplBuog dev amodeiyOnke
amOAUTA 0P OAAT]G

e e avtibeon pe to one-time pad

«Mikpr} HAkioo»

* EvéexopeVWG, UTIdPYOUV «TPUTIEGH TIOU

Sl Y OUV OVOKOAUPOE( okOuN Py —

A



Schneier, Bruce. Applied
Cryptography. John Wiley &
Sons, Inc., 2nd edition, 1996.

Ynoiakn Yroypopn
*  Aocddlela puoikwv uTtoypadwv

1.  Hvumoypadn eival auBevtikn

* O vumnoypddwv (kat Oyt k&ToLog AANOG)

UTIEYpae To prjvupa

2.  Huvumoypadr] dev «amokoBeTa»
*  Anotelel Tprjpa eyypadou, kot dev
uetadEpetal o Ao Eyypado.
3. Akepaldtnta eyypddou
*  Metd tnv urtoypaodr), To Eyypado dev
prtopei va aAA&EeL popdni
4. Mn amomoinon euBuvng

* O umnoypddwv dev pmopei va apvnOel

OTLUTIEYpaE TO Eyypado

'| Tamperproof Newsletter :

Stock Reports On: From: Alice
A, B, F G, Il and M
To: Alice’s

Customers

SKEPELS ...

* ExkmAnpwvovtat ol amattnoelg aocPAalelag

oToV PUOLKO KOGUO;

* Moo (To) SUoKOAN N UTtapEn acdPaiwyv

V4
FYAVNVSTNILINT.)

I BN N R R

|_||:;:|-E|tE=

Cio pou want ko continue the installation’?

kare Info
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Ynoiakn Yroypopn
*  Aocddlela puoikwv uTtoypadwv

1.  Hvumoypadn eival auBevtikn
* O vumnoypddwv (kat Oyt k&ToLog AANOG)
UTIEYpae To prjvupa
2.  Huvumoypadr] dev «amokoBeTa»
*  Anotelel Tprjpa eyypadou, kot dev
uetadEpetal o Ao Eyypado.
3. Akepaldtnta eyypddou
*  Metd tnv urtoypaodr), To Eyypado dev
prtopei va aAA&EeL popdni
4. Mn amomoinon euBuvng

* O umnoypddwv dev pmopei va apvnOel

OTLUTIEYpaE TO Eyypado

| Tamperproof Newsletter :

Stock Reports On: From: Alice
A, B, F G, Il and M
To: Alice’s
Customers

ETiimA€ov amattrjoeLg yLa uttoypadEQ

5. Metadepoipotnta
* T.X. 0 Bob emideikvuel eva Yyno.
miLotomowntiké otny Carol
6. Owkoupevikr emoAnBevoipdtnTa

*  TLY. ATIOTEAEOHATA N-EKAOYWV

L R T R R R )

More [nfo
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Wnoiakn Yroypadn (Le Zuppetplkny Kpuntoypadia)
Xpnaoiuomotwvtoag MAC

Setup

* HAlice kat o Bob €youv €va kowvo
LUOTIKO KAELS( K

\ 4

e [MpoBAnpata
* AVokoAn n Metadepoipdtnra

1. HAlice urtoAoyiCeL tnv tiury MAC, pe ) , ,
TO KAELOL K, TOU unvupotog M Kau AR ) | A7) el i) e
TO oTéAveL oTov Bob

[TowtokoAdo

* AVokoAn n Owk. EmaAnBevoipdtnta

e AUokoAn n Awayeipion KAeldlou

* 16lwg og mepIfdAlovTa
LEYAANG KA{pOKOG

2. O Bob emaAnBevel



Schneier, Bruce. Applied
Cryptography. John Wiley & Sons,
Inc., 2nd edition, 1996.

Wnoiakn Yroypadn (Le Zuppetplkny Kpuntoypadia)

Xprion Tpitng Eumiatng Ovtotntog
Setup

* OTrent koL n Alice €xouv Eva kKowvo
MUOTLKO KAELOL K,

* OTrent koL o Bob €youv eva koo
MUOTLKO KAELOL Ky

[TpwtokoAAo

1. HAlice kputttoypadel to urjvupa M
ue to K, kat to otéAvel otov Trent

2. OTrent amokpumtoypadel

3.

O Trent ¢TLd)VEL EVa PrVUQ TTOU
amaptifetal amod to |V, Kot pa dnAwon
OTL To EAafe amod v Alice.

O Trent kpuTttoypadel TO prjvupa pe
T0 K Kal To oteAvel otov Bob

O Bob amokpumtoypadel

v

v



J. Katz, Y. Lindell. Introduction to Modern Schneier, Bruce. Applied

Cryptography. Chapman & Hall/CRC, 2008. Cryptography. John Wiley & Sons,
Inc., 2nd edition, 1996.

Wndrakn Ymoypadn (Zuppetpikn Kpuntoypadia)

*  Metadepoipdtnra
e Mrmopei o Bob va 6eiéel To umtoye-
YpapuEvo eyypado otnv Carol;
*  AuBevTikOTNTO * Qo epmhakei Eavé o Trent

* OTrent TV TLOTOTIOLEL... * Mpéemelva eivat online,

1. EkTAnpwvovtal oL aTaLtnoELS;

e [pemel va dlatnpel pia BA pe
TOL UTIOYPEYPAUEVQL

* O Bob g pmopei va dnploupyrioel  pLa punvlpaTa
vttoypadr] g Alice xwpig to K,

e MnAmnokomm & Akepalotnta

. K&Be adMayr Ba yiver e Owkoupevikr EmaAnBevoipdtnta

avTAnTT amnd tov Trent. e AUOKOAY — N TIPAKTIKN

e Mn Anomoinon EuBuvng Trent

»  OTrent motomotel 11 n Alice uniéypape 2 g
TO UNVUHA

Ee (M)

E, (statement, M)



Schneier, Bruce. Applied
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AAyopLBuotl Anpoaciou KAelolou
Ynetakn Yroypoapn

1. HAlice kat 0 Bob cupdwvoiv o€ éva

A

KPUTITOoUO TN (TT.X. RSA)
* HAlice elodyel 10 prjvupuao, TV

uttoypadn kat to AK Tou Bob otov
* «Amokputttoypddnon» pe to AK

2. O Bob otéAvel otnv Alice to AK

3. O Bob ewoayel to prjvupa M kat to

LOLWTLKO TOU KAELSI oTOV OAYOpLOO
UTIOY PPN

* «Kpumtoypaénon» pe to IK

4. O Bob otéAvel TO prjvupa kol N

LIJT]CI)lClKﬁ UT[OYpGCI)ﬁ otnv Alice M 3 AhyopBuog - — By AhyopOuos 7

YROYPUPS ' EzrainBevong

«AaBoc»



Menezes, Oorschot,
Vanstone, Handbook of
Applied Cryptography,
CRC, 2001

AAyop1Opol An pémou KAgLOLOU

Ynetakn Yroypapn ue tov RSA

[@EAn oupyia KAeS1v

%5 Troypacbﬁ (Tou pnvupotog M = 31229978

1. Emoyn mpwtwv:

. p=7927,q=6997  C=31229978 443°°2337 mod 55465219

2. YtoAoyLopoG: 7 = 30729435
° N=p¥q=55465219
3. YroAoylopog: * EmaAnBevon

* ®(n)=7926 * 6996 = 55450296
* M=30729435 5 mod 55465219
4. ETtiAoyn e = 5 ka emtiduon tng e&lowong:

* 5*d 1(mod 55450296)

* ANpOoLo KAELSL: (ﬁ
Yl oge
* (n=55465219, e =5) O ’7’
* [dlwTikd KAeLdi: . l d
B
*  d=44360237 M 3 Ahyop1Bpog T Py Akydpilbuog M

Yroypoons ' EmainBsvong

«AdBoc»



A?\yoptGMOL An pomou KAgLOLOU

M = 30729435 3

mod 55465219

= 31229578

¢ AuBevtikotnTa

* HAlice, epdoov emaAnOevoel tnv
uttoypadn pe to AK tou Bob yvwpilel
OTL uTOG uTIEYpaye to M

* Movo o Bob yvwpiCet to IK

* Mn Amokortm)

e Humoypadn «6EveTal» e TO EYypodo
Ko OV pmopel va petadepOel

2
o

M——

AlvomBuog
Yroypapns

AryémBlog - n
ExcanBzvong

«AGBoc»

* AkepalotnTa

e Avumndpé&el omtoladnmoTe aAAayr] 0To
gyypado, to AK tou Bob dev Ba
enaAnBevoel Tnv untoypadri

e Mn amomoinorn EuBuvng

* ‘OMot yvwpiCouv 6tL 0 Bob uneypaye to
urjvupa, epdoov to AK emaAnBevel Tnv

uttoypadn



J. Katz, Y. Lindell. Introduction to Modern
Cryptography. Chapman & Hall/CRC, 2008.

AAyopLOuol Anuodciou KAglolov

Ynolokn Yroypopn pe tov RSA
e Avon: To M elcdyetal o€ Lo

* Evoektikég emOeoelg oy “textbook” kputtoypadtkr csuvdptnon hash (T.y.
€kdoom tou RSA SHA-1) TipLv uTtoypadel
1. Existential forgery a) Oumponyouvpeveg emibeoelg yivovtat
“"dUoKOoAEC”

b) HamodotikdtnTa BeATIWvETAL

° TLX. TO pNVUpOTO
“oupmeCovtal” og peyebog m.y.
128-bit mtpLv utoypadovv (..
hashed RSA)

2. Malleability

Aly6piBlog
hash

!

H(M) 4 AhéprBuog AM:W{("[)LOLLOQ 9 1']
Yroypoers ErcrnOevong

«AdBocy»



J. Katz, Y. Lindell. Introduction to Modern
Cryptography. Chapman & Hall/CRC, 2008.

AAyopLOuol Anuodciou KAglolov

Ynetakn Yroypapn ue tov RSA

CONSTRUCTION 13.10
et GEEHHSI:\ }_s{' as iH i]]i" [:bl‘l'-"’f"'lt'HIH- .5-:1."‘.:_"1.i1'.lli.‘-'-. EHH]_ ]1:":1' ” bhe a f'l_lrl{'iit'}ll 11‘-.'11.||
domain {0, 1}” and whose range can be set to Zj for any N. Construct

a signature scheme as follows:

e Gen: on input 1%, run GenRSA(1™) to compute (N, e,d) and set
the range of H to be Z}. The public key is (N, e} and the private
l‘if'f 1"| ij-—: \"- i i:'l‘I1 .

Sign: on input a private key (/N,d) and a message m €

compute

o= | Him) “ mod N 7

Vrfy: on input a public key (IV,e), a message m, and a signature

o, output 1 if and only if 6 = H(m) mod N.

The RSA-FDH signature scheme.




Menezes, Oorschot,
Vanstone, Handbook of
Applied Cryptography,
CRC, 2001

AAyopLBpuol WnodLakng Ymoypadng
O alyoptduog Rabin

Algorithm Key generation for the Rabin public-key signature scheme

. Generate two large distinct random primes p and ¢, each roughly the same size
2. Compute n = pq.
3. A’s public key is n: A’s private key is (p, q).

Algorithm Rabin sighature generation and verification
1. Signature generation. Entity A should do the following:
(a) Compute m = R(m).
(b) Compute a square root s of m mod n (using Algorithm 3.44).
(¢) A’s signature for m is s.

2. Verification. To verify A’s signature s and recover the message m., B should:

(a) Obtain A’s authentic public key n.

(b) Compute i = 5% mod n.

(¢) Verity that m € M g; if not, reject the signature.
(d) Recover m = R~ ().




Algorithm 10.3: The ElGamal Signature Scheme Mao, W. Modern
Cryptography: Theory and
Key Setup Practice. Prentice Hall, 2003

The key setup procedure is the same as that for the ElGamal cryptosystems (see
§8.12).

(* thus, user Alice's public-key material is a tuple (g, v, p) where p is a large prime
g €F;. . -
number, 4y P is a random multiplicative generator element, and ya =g *4 (mod

p) for a secret integer x4 < p - 1, Alice's private key is xa. *)
Signature Generation

m & F

P, Alice picks a random number

To create a signature of message '
D =y T

t & “p=1 (i.e., f <p-1andgcd(f, p-1) = 1) and creates a signature pair (r,s)
where

Equation 10.4.2

r +— g* (mod p),

g+ Y m—x47) (mod p — 1).

Signature Verification

Let Bob be a verifier who knows that the public-key material (g, va,p) belongs to
Alice. Given a message-signature pair (m,(r, s)), Bob's verification procedure is

Verity g, oy (m, (1,8)) = True it

r<p and y4"r® = g™ (mod p).



Mao, W. Modern
Cryptography: Theory and
Practice. Prentice Hall, 2003

e AAy6pLBuol WndLlakng
Yroypadng
e O aAyopitduog DSA

* To nmpotumo DSS (Digital
Signature Standard)

(US NIST 1991)

Algorithm 10.5: The Digital Signature Standard

Setup of System Parameters

(* the system parameters are identical to those for the Schnorr signature scheme;
thus, parameters (p, g, g, H), which have the same meaning as those in Alg 10.4,
are publicized for use by the system-wide users. *)

Setup of a Principal's Public/Private Key

T oETrT 7

User Alice picks a random number * = “4q a5 her private key, and computes her
public key by

y +— ¢° (mod p).

Alice's public-key material is (p, g, g, y, H); her private key is x.
Signature Generation

To create a signature of message m € {0, 1}*, Alice picks a random number

A= : _

L€ and computes a signature pair (r, s) where
ik ‘ e =k, Ml N e il
g" (mod p)) (mod q),

g - r‘“[_H (m) + xr) (mod q).

Signature Verification

Let Bob be a verifier who knows that the public-key material (p, g, g, v, h) belongs
to Alice. Given a message-signature pair (m, (r, s)), Bob's verification procedure is

W — g~} (mod q),

g «— H({m)w (mod q),

us «— rw (mod q),

veriﬂ”lﬁf.r.r;._,:,'._l_l.ﬁ y(my, (r,8)) = True if r= (g"y"* (mod p)) (mod g).




H. Mel, D. Baker.
Cryptography Decrypted.
Addison-Wesley, 2000

2votnpota Anpociouv KAeolouv

AloiopOmOLNOELG ZUTTNUAT

e AVAKTNOT PNVUpOTog  (message

Alice’s > v 4 ) B Y e RIS
Wam— =J it Alice
2400

News

recovery) News

} 17

e TO PNVUPO QVOKTATOL KATA TNV
entoaAr}fevon

Sign (Private Key Encrypt) Verify (Public Key Decrypt)
e Aev elval amtapaitnto va emiouvad

otnv uttoypad
° T['X' RSA, Rabin,... ice’ Alice’s

News

* Yroypodn pe emovvopn  (wit
Appendix)

Sign (Private Key Encrypt) Verify (Public Key Decrypt)

e TO PMVUMO ETILOCUVATITETOL  OTNV
urtoypadn
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Menezes, Oorschot,
Vanstone, Handbook of
Applied Cryptography,
CRC, 2001

2votnpota Anpociouv KAeolouv

Alapopormotn 2ugtnuotwy ¥ Yroypa

key
source

Accept
if m' € M’

Verifier B reRsage
source

M’

Signer A

Figure 1.14: A digital signature scheme with message recovery. (1. SERSIAY



Schneier, Bruce. Applied
Cryptography. John Wiley &
Sons, Inc., 2nd edition, 1996.

AAyopLOuol Anuodciou KAglolov

Ynolakn Yrnoypoen kat
Kpuntoypoikeg 2uvaptrioeisc Hash

e O Bob umoAoyiCet tnv tiur hash * HAlice umoAoyiCet tnv TLun} hash tou
TOU UNVUPOTOG unvopotog M, eotw
* O Bob umoypdadel to H(M) * HAlice etoayel to H'(M), Tnv uttoypadn
kot To AK tou Bob otov aAyopiBpuo
e O Bob otéAvel To M, kaBwg kat eTtaArjBgvong

Wnorakn vrtoypadr| otnv Alice

AkyoprBuoc
hash

l

H(M) % AlySpBuog Akyopibpog M
e : e EmcinOevong .
OYPARTIS L «AaBoc»




Schneier, Bruce. Applied
Cryptography. John Wiley &
Sons, Inc., 2nd edition, 1996.

AAyopLOuol Anuodciou KAglolov
Ynolakn Yrnoypoen kat
Kpuntoypoikeg 2uvaptrioeisc Hash

AhySprOpoc
hash

|

H(I\I) 4_., AhyopiBpog AlyoprOuog
- Yroypapng ErcinOsvong

s 1:I

«Aaboc»

* O aAyoplBpog mpoodEpel aUBEVTIKOTNTA-AKEPALOTNTA
* Eddoov n ouvdaptnon hash eivat aopairig!! (Collision Resistant)
* TiBa yivel av o Bob emBupel (kat) puoTikdTnTo YLI0 TO UVULA TIOU UTTEYPAE;

* NMepimtwon: O Bob umoypddeL To prjvupa Kot 0T cuveXELa TO KpuTITOYpadEl



Schneier, Bruce. Applied
Cryptography. John Wiley &
Sons, Inc., 2nd edition, 1996.

2UVOUaouOG Kputttoypadnong Kal
¥Ynorakng Ymoypadng

H Alice

1. YToypAdEL TO UHVUHQ HE TO LOLWTLKO TNG KAELSL 1K, :

2.  kpumttoypadei tnv urtoypadr] pe 1o AK; Tou Bob Kot Tou 10 oTEAVEL

O Bob

1.  Amokputtoypoadei To prjvupa pe to 1Ky

o) enaknesﬂst v Unoxeain' Lie To AK, tncAlice
| I o O |
o I 4 9 I I...l .Ill_ll I |r:r:|| I
:- Ill_lll I|_ '_.I — I'-'illq II.. .II ! -IH L L aa

1:':!— =*lo Internet

W
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2uoTnuata Anuociou KAgLOLoU
Avaykn yia AvuBevtikomoinon

¢ Qupaote To TPOBANua NG Evoidpeong
Ovtotnrag;

* O Mallory avtikaBiotd to AK; tou Bob pe
10 d1k0 Tou (AK,,) oTtn BA

e Av O0Aa ta Cevyn (‘Ovopa, AK) jtav
WUnPLOKA UTIOYEYPUAMMEVA OTIO L
EUTILOTN OVTIOTINTAQ, TOTE:

* H douleld tov Mallory Ba ritav
OUOKOAOTEPT)...
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2uoTnuata Anuociou KAgLOLoU
Avdevtikomoinon kot Mn Aroroinan Evduvng
e H L|JT]CI)[('XKT1 UT[OYp(XCI)ﬁ T[(XpéXEl Public Key Cryptographic Assurance

Initiated by Encrypting with Public or Private Key

auOEeVTIKOTIOMON PUNVUUATOG

» Data Origin Authentication

Cu ers .
IIHHIIII Lo Lo Lo

¢ AuB. Mnvipatog: Twpa 1} Kdrmote e TiLBa yivel av 0 XPriOTNG ECKEUMEVQ

atmokaAUYeL to IK Tov;

* Au0. Xprjotn (Tavtotmoinon): Twpa

, , , o Moapepdepés MPOPANUA: ZUVAANQYES UE
* HyndLakn vrtoypadn Umopei va

g , , Kapteg
TPOOPEPEL N aTtoTioinon euduvng;

* Nai, epdoov n puotikdétnTa Tou IK Tou

XPriOTN TIPOCTATEVETAL
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CRC, 2001

2uoTnuata Anuociou KAgLOLoU

AvOevrtikomoinon kot Mn amomoinon Evdvvng
*  [wgavtipeTwtiCeTal n ameLAr; VISA

o . FIRST | %A
1. Amnotpenetaln npocfaon oto IK Y ", e P
R ) b aliaid=atd I
o Xprion €EuTVvV KOPTWV
(tamper resistant smart cards TR

2. 'Epmoteg Yminpeoieq
e HA. Ynnpeoieg Xpovoorpavong
il ClulAle SIS TimeStamp Data file

Data: | Brows

[PosT.

Wed Jun 2 10:46:52 BST 2004

« TimeStamp Page.
* ¥Yerify Page.

Source: http://www.iss.soton.ac.uk
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