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Syllabus

A. Alya Aoyla yla To pabnpua
B. Kivntpa yia tTnv Acdpaiela
C. H €vvola NG AcPAAELAG ZUCTNUATWY KoL AIKTUWV

D. To yvwoTiKO avTikeipevo TNG ACPAAEIQG




lotopia TNG AoPaAelag (1/3)

* 1940s: MNMpwTtot H/Y (Colossus, EDVAC, ENIACQ)
* 1960's [loAuypnoTika cuoTtruata (multi-user). Avaykn

TPOOTACLOG:
1.  Tou GUOTIUOTOG OTIO TOUG XPT]OTES

2. Twv xpnotwyv (peTa&l Toug)

* 1970's: H emoy1) twv Mainframes:

»  RANDReport (Ware, 1970)
 sesesonrepors erson, 197 ———— [
e Movté)lo Bell-Lapadula (Bell and LaPadula, 1973

*  Multics project  (Organick, 1972)
*  Data Encryption Standard (DES) (mm\
* Public Key Cryptography (Diffie-Hellmann, 1976)



http://dl.acm.org/citation.cfm?id=363146
http://csrc.nist.gov/publications/history/ware70.pdf
http://csrc.nist.gov/publications/history/ande72.pdf
http://www.albany.edu/acc/courses/ia/classics/belllapadula1.pdf
http://dl.acm.org/citation.cfm?id=1095599&preflayout=tabs
http://csrc.nist.gov/publications/fips/fips46-3/fips46-3.pdf
http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=1055638

loTopia TG AcdpaieLag (2/3)

* 1980's: H emoyn twv PC’s
* Single-user systems... (more or less security?

: ¢ Orange Book (DoD 1985)

g * »MLS, Information Flow,... (Clark & Wilson 1987, Brewer & Nash, 1989)
‘ * InternetWorm (1988) (Shoch and Hupp 1980, Cohen, 1985)

* 1990’s: H Emoymn tou Internet

* Internet security = Communications Security (?)

» Buffer Overflow (Phrack, 1996) Mail Worms, DOS attacks

* Digital Rights Management (DRM) (CrguenstDe)


http://csrc.nist.gov/publications/history/dod85.pdf
http://groups.csail.mit.edu/ana/Publications/PubPDFs/A Comparison of Commercial and Military Computer Security Policies.pdf
http://tech.uh.edu/faculty/conklin/IS7033Web/7033/Week5/chwall.pdf
http://vxheavens.com/lib/ajm01.html
http://all.net/books/Dissertation.pdf
http://insecure.org/stf/smashstack.html
http://dl.acm.org/citation.cfm?id=90718&picked=prox

B. Ma, yLati HIAQUE yia TNV aoPAAELQ;

KakoBouAo Aoyloptko (botnets, trojans, rootkits),....
MNapavoun elofoAr oe cuotpata, (Hacking, cracking...),

Mn e€ouolodotnuevn ipocfaon o€ Anpodopia (read, write)
EmB@coeic Apvnong EEunmpéetnong (DOS, DDOS).

EmBeoeig NMAaotonpoowmiag (Spoofing / Masquerading), KAomm)
Tavtotnta (Identity Theft)

YrokAoTeG ETiikowvwviwy, MNpoofacn o€ TPoowTILkd OEO0UEVA
Mn {ntnBeioa emikovwvia (spam), «HA. Wapepa» (Phishing)
HAekTpOVIKO eyKAN U (cyber-crime), Tadikn mopvoypadla,...

MNapaBioon SikalwpdTwy TIVEVUATIKAG LOLOKTNCIA...



Ma, ylatl HIAQUE YL TNV A0PAAELQ;

* [l va ‘

* [la TNV ipootacia oALTIuNG TTANpodopiag, evw eEakoAovBei va
ETILTPETIEL TNV TIPOCBaon o€ OooUG TNV YpeLalovTal

* [la ta evaicOnrta dedopeva, KPIOLUES EUTIOPLKES TIAT|POPOPILE,
LOTPLKO OPYELQ, K.ATI.

* [0t TNV TILOTOTIOINON KOL TOV EAEYXO NG TIPOCBAoNG GE TTOPOUG TL.X
AFS

* Eyyunon dtaBeoipotntog twyv mopwv (99,999% a&lomiotia)



[Tolog eival EVAAWTOC

* Tol YpNUOTOTILOTWTIKA LOPUMOTA Kal oL TPpATeECES
* OLTtapoyoL uTINPECLWY ALAOLKTUOU

* OL POPUOAKEVTIKEG ETALPELEG

KuBepvnon katL opyaviopol apuvag

EpyoAdfol o€ dladpopeg KUBEPVNTIKEG UTINPETLEG

TIOAUEDVIKEG ETILYELPTOELG

OTolovONTOoTE OTO OIKTUO



Spoofing [ Masquerading

* EmBeoeig NMAaotonpoowiag (Spoofing [ Masquerading). Xprion
«TIAQLOTIG» TOUTOTNTAG LE OKOTIO TN N QViYVEUOT) TOU
emtiBepevou, r/kal TNV MapAKAPN TWV TEYVIKWY EAEYYOU
TPOGB0oNG TOU CUCTIUATOG.




Spoofing / Masquerading

Please confirmation your account

Facebook Security

to cancel the disabled, please confirm your account that you
use, after you confirm your account, we will reactivate your
account,

Emnail

Password




Phishing -Kowvwvikn pnyavikn (social
engineering)

From: Owen Geven (GG

To: Christopher Burgess (_

Subject: Work Online From Home!

My name is Owen Geven, a designer and also the Manager of Owen Geven Fabric and Consultant and I
live and work here in United Kingdom, Would you like to work online from home and get paid without
affecting your present job? Actually I need a representative who can be working for the company

as online book-keeper. We make lots of supplies to some of our clients in the EUROPE/USA/CANADA,
for which I do come to USA/CANADA to receive payment and have it cashed after I supply them raw
materials. It’s always too expensive and stressful for me to come down and receive such payment
twice in a month so I therefore decided to contact you. I am willing to pay you 10% for every
payment receives by you from our clients who make payment through you. Please note you don’t have
to be a book keeper to apply for the job. Kindly get back to me as soon as possible if you are

interested in this job offer with you’re:

secesece  2e ADDRESS (not P.O.DOX)ccscsos
ZIPCODE

PLEASE SEND YOUR REPLY ASAP TO: (—)



Social engineering

chouaibio/call.free.exe Spoke to
all the countr es of the world for free wth this procrqm fantastlc

10/ob

010 NP 10ualbio

Cclz,bnty scandals of obama and your famny

2 Version of the or‘qmal proaram RealPlayer11 Download

layer.11

K anag/obody.exe you can
my sweeeeeeeeeeeet

-

_gis¥



Facebook clickjacking

Panda Labs, Quarterly Report, April-June 2010



http://www.pandasecurity.com/img/enc/Quarterly_Report_PandaLabs_Q2_2010.pdf

Tabnabbing

Mua phishing emtiBeon), ) omoia TteiBel Toug xprioteg va utoaAovy Ta
OTOLXELOl CUVOEGTIG TOUG KWOLKOUG TIPOCPaoTG KOl O€ ONUOPLAELG
OLKTUOKOUC TOTIOUC

Yridpyet TAaotoypadio LoTOCEAIOWY WOoTEVA TIELCOEL 0 XPrioTNG yLa TNV
yvnolotnta 0TL n tomofeoia eival yvrolo.

H emtiBegm eKPETAAAEVETOL TNV EUTILOTOOUVT) TWV XPTOTWV KAL)
ampooeéia 0T AETITOPEPELX OE OYEON ME TA tabs

KOl 0TO YEYOVOG OTL OL CUYXPOVEG LOTOOEAIOEGKABUOTEPOLY vV
dbopTwoovuy Ta tabs.

Tabnabbing Aettoupyel avtiotpoda amo neplocotepeg embeoelg phishing
0TO OTL 6eV {nTovy amo Tou%xpnorg-:q Val KAVOUV KALK , aAAG avT ‘ocuTtoU
POPTWVEL pLal PEVTIKN CEALO OE pia ATTO TIG AVOLYTEG KAPTEAEG GTOV

browser cac.




Tabnapping

A New Type of Pradheg Altack « Axz om Deuge

>

S L2

T ANsT. O ' P e -" Coeg o 'Ii o - 100

A NEW TYPE OF PHISHING ATTACK

HOw THE ATTACK WORDS



http://vimeo.com/12003099
http://vimeo.com/12003099

Vulnerability and Threat Categories

Format String

0 100 200 300 A00 500 600
e
Buffer Overflow H==
: : — e
Denial of Service e —
; . . i e
ATy O de EXe Ul O e ——
Cross-Site Scripting —
Privilege Escalation =
= o
. . ]
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e
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Spoofing @
[ |
|
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Quarterly Report, Panda Labs, July-September 2011

'

worms

Adware

Trojans

Virus

Others

B Generic Trojan

B Tr/CLA
Generic Malware
Tr/Downicader. MDW

B W32/ Xor-encoded A
Exploit/CVE-2010-0840
Tn/Generic.gen
Exploit/Byte\enfy
W32/Conficker.C.worm
Tn/Thed A

Others


http://press.pandasecurity.com/wp-content/uploads/2011/10/PandaLabs-Report-Q3-2011.pdf

Malware evolution
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Cisco 2011 Annual Sec. Report
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http://www.cisco.com/en/US/prod/collateral/vpndevc/security_annual_report_2011.pdf

Figure 16. Worldwide Spam Volume Increase in 2014
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Cisco 2015 Annual Sec. Report

Figure 15. Spam Volumes by Country
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http://www.cisco.com/en/US/prod/collateral/vpndevc/security_annual_report_2011.pdf

Cyber-Physical Security (CPS)

Case: Stuxnet Worm

Cvammnla ~Af © ] N7 ~
cxample of stuxnet Fropagation

Command and Control
Server/Website

SIMATIC WinCC Supervisory Control
and Data Acquisition (SCADA) System

Programmable
Logic Controller



http://en.wikipedia.org/wiki/Stuxnet

C. Aopaiela — Oplopol

* Security: (Oxford Dictionary)

* Freedom from danger or anxiety

* AodaAela: (Mmapmiviwtng)
* Hkoatdotoaon otnv omola ... atocBdveTtal Kaveig OtL dev amelAeiTal.

* H amotporr kivdUvou 1] ameLAr...

* AoddAela (Security) & AopaAela (Safety)
 Security: Npootaocia evavtL xBpov

 Safety: MNpootaocia evavtl oparpdtwy, AaBwy, atuynudtwy, TapaAeiPewv

H "aopdAeia” ora eEAMnvika: Eva onuaivov yia duo onuaivoueva



AchAAELD OLKTUWYV

° 2T0 OUNAQ ETUTEON: VO, PTACOVV TO, TTOKETO GTOV
TOPOANTTT YOPIC CEAALATO

e XE AVOTEPO EMIMTENO: VO TPOGTATEVOEL N
OLOKIVOVLLEVT) TANPOPOPIN £TCL MOTE:

— Noa unv umopet va, o1oPactel amd pn €£0V6G1000TNUEVE TPOCHTTA
| CUGKEVEC

— Na un umopet va tpotomomBei amd un €0VG1000TNUEVA, ATOLLO!

— No unv emrpenetal N tpocPact 6€ VTOAOYIGTIKOUS Ko
OIKTLAKOVG TOPOLE UTTO U EEOVGLOOOTNUEVA ATOLLOL

— Na TaVTOTO1EITUL TO TPOCMTO TOL GTEAVEL TO UIVLLA

— Na tavtomotleital £vo UNVLLOL Kol O TOGTOAENS TOV




OL mapafLacels achaAelag yivovtol amo
atopa Tov TpooTiabouy ...

* No 1poGmTOpIGTONV KEPOOC

* No TpoKAUAEGOVV TNV TPOGOYN

* Noa gkotknfovv 1] va AGYOLY KATO10V
* Na 0106KE0Ac0VV

* No kKepOIGOVY GTPATYIKO TAEOVEKTI LA

* 'Eva peydio mococstd mpoPAnudtonv ac@aAsiog
TPOKOAOVVTOL OTTO EGMOTEPIKOVS YPNOTEG,
VITOAANAOVG, K.A.TT.




Teooeplg KUPLEG EVVOLEG

(Confidentiality 1 secrecy): n mAnpogopio.
Vo, TNYOIVEL LOVO GTA XEPTOL TOV EVOLOPEPOUEVOL
— IdiwtikoétnTa (privacy)
— Mvyotikoétnta (Secrecy)

(Integrity): 6t1 To uvopa dev £xel aALOL®OEL.

[Ipoctacio amd peToTpomr), olypaen 1)/ Kot onpovpyia.

(Authentication): Na EEpeig oiyovpa OTL
QVTOC LLE TOV OTTOloV WANS elvarl owTdg oL 1oyvpileTor. =2
EMEKTAGT) GTOU UNVOLOTO TTOV OVTOAAACGELC Lol TOV

(non-repudiation): n dvvatotnTo va

amodeifovue 0Tl kKAmolog EAaPe Eva unvoua 1 OTL TPOY LOTIKA
E0TEILE AVTOG £va UNVLLLOL Kol YL KATO10G AAAOG,.




Akepatotnta (Integrity):

2UVETIELA TG O(Kng(léTT]TO(,CXEiVO(l KABEe aAAayr) (TT.X. TOU TIEPLEXOHEVOU TWYV.
d€b0 evwv% Va ELVOL ATIOTEAEC O EEOUCLOOOTIEVT|G EVEPYELAG, EVW TIAPAAANAQ

un €£0VCLOOOTNMEVT] AAAQYT) VAL UMV Elval duvaTr).

AkpLBNG (precise)
OpBag (accurate)
TpotoToinom povo pe amodektoug Tpomoug (modified only in acceptable ways)

TpoTomoinom povo aro eéovotodotnpevous avBpwtoug (modified only by
authorised people)

TpotoToinom povo armod eéovctodotnueveg dlepyaoieg (modified only by
authorised processes)

2UVETIELO (consistent)



AloBeoipotnTa

(availability): kpioyun €vvola mou dev cuvdEeTAl OPWG OTEVA
LE TNV evvola TNG aoPaAelag. Me autrjv aoyoAeltal 0 KAAOOG TTou ovopadeTal
. OLevepyeleg KaTd NG OLAOECIUOTNTOG EVIAGOOUV

OLmpoodokieg Tou YapaKTNELOTIKOU TNG AlaBeotpotntog mepthapfdvouy:

* TIPOUCIO TOU QVTLKELUEVOU KOl TNG UTINPECIAG LUE XPNOLUOTIO OO TPATIO.
¢ IKovOTNTA XELPLOMOU TWV ATIALTOVUEVWVY TIOPWV

*  JUYKEKPLUEVOG XPOVOG OVOLOVTIG

*  KoatdAAnAog xpovog 61aBeomng Twv mopwv

> KOTIOG TG AlaBeoipdtnroag ival:
~ * Aikoin Kotovoun Twy Iopwyv
.~ * ‘Eykaipn avtandkpion otn 81dBeon twv SeSopévwv
“ '« Eleyydpevn oupdwvia, SnAadt XELPLOROC SOGOANPLLIY, ATTOKAELOTIKY] TIpdaBaon,
: © XELPLopSS Tou datvouévou deadlock.
e Xpnotpotnta, oL TopoL kol Ta OESOUEVA UTIOPOUVV VA X pnotpoTiotnBouv 0Tiwg
lg,xe&dcm KOWV.




2 UVETIOLYOLEVEG EVVOLEG

AvBOevtikoroinonn W un-omwdpvnon

(accountability) + (billing)




AA\EC EVVOLEC

(exposure): o pop®n TOAVIC ATOAELOS
(loss) 1 inuiag (harm).
(vulnerability): advvopio 1 evdimto onueio
(attack)

(threat): koTtaoTAOELS OOV VTAPYEL TO EVOEYOUEVO OTMAELDV
N uov. AvOpOTIVES, PLGIKEC KOTAGTPOPES, KOV A0ON,
ATENELEG

(control): mpootatevtikd uéco: Tpdén, cvoKeL,
~ 0l0OIKOGL0L, TEYVIKT TOL LEWWVEL TNV vmtadeia




EuttaOelec

e Ovoikeg (POPOVV TO YOPO EYKATACTACTC)
* Ex p0oemC (TANUUVPEC, TUPKAYIE, ... )

* YAIKOU KOt AOY1IGUIKOD

* Méowv (m.y. poryvnTikd péco)

e Exmounwv

e Emkovoviov

e AvOp®OTIVES




TLonuaivel

- mitigates

Aszet-1 v damages explaits Wulnerability-1 | Countermeasure-T
Threat

- . - mitigates

Asszet-2 & Famages explotz & YUInerability-2 g g Countermeasure-2
v
mitigates
e .| Countermeasure-3
mitigates

http://www.ptatechnologies.com/PTA3.htm


http://www.ptatechnologies.com/PTA3.htm

Advvopicg

‘Ereryom Kivéuvm
Agpoiaog £ Agpoieiomg

Anmrioang Alioc AvoBov &
Aggpdisiog I Bovic Tovimaneg

Efpo 3. Edvdgon opoy ovilusng Ko sLoysiplong Kivdivou



(NIST, 1995)
- The Triad

The protection afforded to an automated information system in order to
attain the applicable objectives of preserving the integrity, availability and
confidentiality of information system resources includes hardware, software,
firmware, information/data, and telecommunications

Availability

The Security Requirements Triad


http://csrc.nist.gov/publications/nistpubs/800-12/handbook.pdf

. _ (FIPS PUB 199)
CIA Security Triad

ONFIDENTIALITY

‘Preserving authorized restrictions on information access and disclosure, including means for

"

rotecting personal privacy and proprietary information...” [44 U.S.C., Sec. 3542]

loss of confidentiality 1s the unauthorized disclosure of information.

INTEGRITY

‘Guarding against improper information modification or destruction, and includes ensuring

information non-repudiation and authenticity...” [44 U.S.C., Sec. 3542]

loss of integrity is the unauthorized modification or destruction of information.

VAILABILITY
‘Ensuring timely and reliable access to and use of information...” [44 U.S.C., SEc. 3542]

ss of availability is the dis ' es: se of i 1 ' ation system.
loss of lability is the disruption of access to or use of information or an information system



http://csrc.nist.gov/publications/fips/fips199/FIPS-PUB-199-final.pdf

H akepoaidtnta avadepetal oTn dlatr)pron Twv
OEOOHEVWY EVOG TIANPOGOPLAKOU CUCTIUATOG OF HLA YVWOTI KATAOTOON
XWPLG aveTOUUNTEG TPOTIOTIONOELS, APAUPETELG 1) TIPOCONKES ATIO
£60UCLOOOTNHEVA ATOMA, KABWG KA TNV ATTOTPOTIN| TNG TIPooPaong r/kad
X%nonq TWV UTIOAOYLOTWYV KOl SIKTUWYV TOU CUCTHHATOG OTIO ATOMA X WIS
adeLn

H dtaBeoipotnTa Twv 0E60HEVWVY KAL TWV
UTIOAOYLOTIKWV TIOPWV eivat N EEA0PAALON OTL OL UTIOAOYLOTEG, Ta OIKTUA
Ka To 6gdopeva Ba lvar ot 61aBeoN TwV XPNOTWV OTIOTE ATIALTELTAL T
XPNon Toug. Mia TUTILKT) ATTELAT] TTIOU AVTLHETWTTICOUV Ta GUYY POV
TAnpodoplaka cuotpata eival n enibeon apvnong umnpeotwy (DOS
attack), Tiou exeL wg oKoTo va TEBOUV EKTOG AELTOUPYING OL CTOYEUHEVOL
TIOPOL, ELTE TTPOOWPLVA EITE povipa. H dpvnon uTmpeotwy Sev TIPOKAAETAL
avaykaia arno exBpikn emiBeon.

H eUTLOTEVTIKOTNTA OTUALVEL OTL
gvaioBnteg mAnpodopieg Sev Ba ETIPETIE VOl ATIOKAAUTITOVTAL OE MM
géovualodotnueva atopa. H dlappon evaicOntwy mAnpodopLwyv pmopel va
yLVEL pe TiLo Ttapadootakeg peBodoug amo tnv WndLoKr) UTIOKAOTY.



POTENTIAL IMPACT

Security Objective

LOW

MODERATE

HIGH

Confidentiality
Preserving authorized
restrictions on information
access and disclosure,
including means for
protecting personal
privacy and proprietary
information.

[44 U.5.C., SEC. 3542|

The unauthorized
disclosure of information
could be expected to have
a limited adverse effect on
organizational operations,
organizational assets, or
mdividuals.

The unauthorized
disclosure of information
could be expected to have
a serious adverse effect on
organizational operations,
organizational assets, or
mdividuals.

The unauthorized
disclosure of information
could be expected to have
a severe or catastrophic
adverse effect on
organizational operations,
organzational assets, or
individuals.

Integrity

Guarding against improper

information modification
or destruction, and
includes ensuring
information non-
repudiation and
authenticity.

[44 U.5.C., SEC. 3542]

The unauthorized
modification or
destruction of information
could be expected to have
a limited adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
modification or
destruction of information
could be expected to have
a serious adverse effect on
organizational operations,
organizational assets, or
individuals.

The unauthorized
modification or
destruction of information
could be expected to have
a severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals.

Availability

Ensuring timely and
reliable access to and use
of information.

|44 U.5.C., SEC. 3542]

The disruption of access to
or use of information or an
mformation system could
be expected to have a
limited adverse effect on
organizational operations,
organizational assets, or
individuals.

The disruption of access to
or use of information or an
information system could
be expected to have a
serious adverse effect on
organizational operations,
organizational assets, or
individuals.

The disruption of access to
or use of information or an
information system could
be expected to have a
severe or catastrophic
adverse effect on
organizational operations,
organizational assets, or
individuals.

TABLE 1: POTENTIAL IMPACT DEFINITIONS FOR SECURITY OBJECTIVES



http://csrc.nist.gov/publications/fips/fips199/FIPS-PUB-199-final.pdf

AyaBa, Aéla AyaBwv (sz(gqupldg%ggsta) &
Katnyoptotmoinon AyaBwv

* 3 Levels of Impact (from a security breach)
1. Low
2.  Moderate

3. High

A. Security Categorization applied to

SC information type = |(confidentiality, impact), (integrity, impact), (availability, impact)},

where the acceptable values for potential impact are LOW, MODERATE, HIGH, or NOT APPLICABLE.

SC public information = {(confidentiality, NA), (integrity, MODERATE), (availability, MODERATE)}

SC investigative information = {(confidentiality, HIGH), (integrity, MODERATE), (availability, MODERATE)}

SC administrative information = {(confidentiality, LOwW), (integrity, LOow), (availability, Low)}



http://csrc.nist.gov/publications/fips/fips199/FIPS-PUB-199-final.pdf

AyoBa, Agia AyaBwv (2xet: Zuvemnela) &
Katnyoptotmoinon AyaBwv

* 3 Levels of Impact (from a security breach)
1. Low
2. Moderate
3. High

B. Security Categorization applied to

SC information system = {{confidentiality, impact), (integrity, impact), (availability, impact) |,
where the acceptable values for potential impact are LOW, MODERATE, or HIGH.

SC sensor data = {(confidentiality, NA), (integrity, HIGH), (availability, HIGH)},

SC administrative information = {(confidentiality, Low), (integrity, LOW), (availability, Low)}.

The resulting security category of the information system is initially expressed as:

SC sCADA system = {(confidentiality, Low), (integrity, HIGH), (availability, HIGH)},



http://csrc.nist.gov/publications/fips/fips199/FIPS-PUB-199-final.pdf

ATtelAeg otV AoPalela

Threat

A potential for violation of security, which exists when there is a circumstance, capability, action,
or event that could breach security and cause harm.That is, a threat is a possible danger that might
exploit a vulnerability.

Attack

An assault on system security that derives from an intelligent threat. That is, an intelligent act that 1s
a deliberate attempt (especially in the sense of a method or technique) to evade security services and
violate the security policy of a system.

(RFC 2828, 2000) — Internet Security Glossary



http://www.ietf.org/rfc/rfc2828.txt

